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Introduction

NEXTGEN WIDGET ENCRYPT

BY NEXTGEN WIDGET SOFTWARE
A premier GUI for OpenPGP

B} NextGen Widget Encrypt - (NGWE) v1.0.0.0

| Busness | | X

H Key D Key ID (Hex) User D Key Size  Type Created On Valid Until Trust

Go to Welcome page.

Welcome

Softwore that works

Welcome to NextGen Widget Software's NextGen Widget Encryption NextGen Widget

Encrypt program. The OpenPGP operations are performed using DidiSoft OpenPGP
Library for .NET.

In our day we take privacy for granted, thinking that every eMail for example is secure or
that other Cloud services are all secure when the data is at rest on there servers. Other's
think that none of there information is worth anything to anyone so no one wants there
information... Wrong!
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Just a harmless eMail can revel a boat load of information that a hacker can use to steal
your identity.

For example:

eMail: Hi Bob, I'm going on a vacation to Disney World next week for two weeks both Jill
and I. We have to leave the dog with Bill because | don't want to leave him at the dog
pound. We will meet you at my brothers house in Orlando on Friday 22nd at 3:00 PM.

Although this is a small example it has some revealing qualities. The biggest one is that it
tells a hacker and robber that you'll be away for two weeks and the dog will not be there. If
this hacker is working with a burglar, then you may very well have a very big problem.
Further this eMail tells the hacker your name, email address and your wife's name just for
starters. An easy way to associate an email address with a username is by social media or
simply a Google search. Social media can be used to gather all sorts of personal
information from this this email.

| know you have seen all the sites that find people or group relatives, ages and phone
numbers. Then there's the sites that linkup email addresses with names and addresses or
phone numbers. So now, the hacker has put together a profile on you just with this little bit
of information.

Most of us give out more information than that and attach PDF's to an email that may have
Banking information or perhaps Mortgage information because we're applying for a
Mortgage. Even some government sites don't require encryption when they accept
resumes and other personal information. In todays world most things are done via emalil
with no thought of security. Just look at most sites and you'll see that emalil is the root of a
new evil. Here, let's look at the NYS Department of Motor Vehicles "Medical Certification
Unit" for example. This unit receives Medical Certification and Medical Documents, but has
one of the ways to receive Medical Documents in unsecure email without posting a
OpenPGP public key so you could email an encrypted document. Granted, a lot of people
see this process as being too difficult and rather take the chance of their personal
information being discovered and used criminally.

Cloud services are just another way to say "I don't want to manage the data, you do it". The
problem with "you do it" is that you have know idea how that data is secured on someone
else's computer. Just think of the big box stores that had credit card numbers stolen or the
145.5 million that had there credit stolen with an additional 2.4 million Americans that only
had their names and a partial driver's license number stolen by the attackers. If these
companies had there data encrypted at rest, then the stolen information would have been
useless to the thefts. How many times do you get a letter that says a particular company
has been breached and your information was stolen. In a lot of these cases and will claim
that no personal data was stolen, but how do you actually know that.

This is just a very, very small example of why we need encryption and why | made "NextGen
Widget Encrypt". NextGen Widget Encrypt uses OpenPGP and it makes it easy to use
Public Key Infrastructure, (PKI) Encryption. The interfaces are easy to understand and
easier to use. NextGen Widget Encrypt has a smooth look that's easy on the eyes, plus all
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the needed functions that makes OpenPGP top dog in the game like; Text, File and Folder
Task, Secure Wipe and Delete, QR Code generating and X509 Certificate generation.

Just jump right into it by navigating to "Getting Started" link to show you all the functions of
the all new NextGen Widget Encrypt software.

DISCLAIMER OF WARRANTIES

Getting Started

B NextGen Widget Encrypt - (NGWE) v1.0.0.0 — x
5
Business N

Hi! I'm Jimmy
You need to
create a Master

INEXTGEN WIDGET
SOFTWARE

[N —

Password. earch

General Options and Support

Greate Password

Usemame: |J|mmy ‘

-

Enter
Program

Setup and Install

When downloading the program from the website you may get trust message. This software can be trusted.

Downloads B Q - £

A NGWEsetup v4.3.0513.7.exe isn't commonly
downloaded. Make sure you trust
NGWEsetup_v4.3.0513.7.exe before you open it.

See more

Just click on the... And select "Keep" and click the "Show more" down arrow.
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Downloads Bl Q e

A MNGWEsetup v4.3.0513.7.exe isn't commonly

Make sure you trust
A NGWEsetup_v4.3.0513.7.exe
before you open it

Microsoft Defender SmartScreen couldn't verify
if this file is safe because it isn't commaonly
downloaded. Make sure you trust the file you're
downloading or its source before you open it.

Mame: NGWEsetup_v4.3.0513.7.exe
Publisher: U5, NextGen Widget Software, TX

Show more

¥

Cancel Delete

Now, Just select "Keep anyway".

7199
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Downloads By a -

A MGWEsetup_v4.3.0513.7.exe isn't commaonly

Make sure you trust
A NGWEsetup_v4.3.0513.7.exe
before you open it

Microsoft Defender SmartScreen couldn't verify
if this file is safe because it isn't commaonly
downloaded. Make sure you trust the file you're
downloading or its source before you open it

Mame: NGWEsetup_v4.3.0513.7.exe
Publisher: U5, NextGen Widget Software, TX

Show less
Keep anyway
Report this app as safe

Learn more

Now just go to the directory that the setup file was saved to an double-click.

Set up and install is a simple process. Just double-click on the set up installer Set up and install is a
simple process. Just double-click on the set up installer. While it's on your PC you will see a shield over the
icon. Once you double-click on the installer you will see the User Account Control (UAC) which says
Publisher "unknown" unless you turn this off. This is because the program does not have a Root CA
certificate in the Microsoft certificate store.

This is fine and you can install it. Just click "YES", The program comes with a built in Root CA that you can
install if you so choose.

BE MGWEsetu p_wd.3.0513.7.exe

User Account Control (UAC)

8/99



NextGen-Widget-Encrypt-Help

User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your
device?

ngwe.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Now just click "Next" and agree to the software terms. Click "Next add user information and then select
your directory if default is not adequate.

&) NextGen Widget Encrypt Setup X
Installation Folder Ty ;
o
Where would you like NextGen Widget Encrypt to be inﬂﬁ:&q_&?"
- ".__i__.-'

The software will be installed in the folder listed below. To select a different location, either type in a
new path, or click Change to browse for an existing folder.

Install NextGen Widget Encrypt to:
C:“Program Files'MextGen Widget Encrypt Change...

Space required: 25.2 MB
Space available on selected drive: 47 45 GB

< Back Mext = Cancel

The program will create a shortcut folder and install the shortcut for the current user only. However, you can
select to "Make the shortcut available to all users”. Even though the application would be installed for all
users. Each user has their own Key Store which is placed in "C:\Users\[YourUserName]\AppData\Roaming"
folder.
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5__"_-];. MNextGen Widget Encrypt Setup

Shortcut Folder .
Where would you like the shortcuts to be installed? ==

The shortcut icons will be created in the folder indicated below.  you don't want to use the default
folder, you can either type a new name, or select an existing folder from the list.

Shorteut Folder:
|Ne:tGen Widget Encrypt -

() Install shortcuts for cument user only
Q) Make shortcuts available to all users

< Back Mext = Cancel

Verify the directory and shortcut and then click Next.

5__"_-]; MextGen Widget Encrypt Setup Y

Ready te Install ;
You are now ready to install NextGen Widget Encrypt 4.3.0F

The installer now has enough information to install NestGen Widget Encrypt on your computer.

The following settings will be used:
Install folder: C:Program Files MextGen Widget Encrypt
Shortecut folder:  MextGen Widget Encrypt

Please click MNext to proceed with the installation.

< Back Mext = Cancel

NextGen Widget Encrypt installs in the selected directory, click Finish and you're done.
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£ NextGen Widget Encrypt Setup X

Installation Successful

The MNextGen Widget Encrypt 4.3.0513.7 installation is
complete.

Thank you for choosing NextGen Widget Encrypt!

Please click Finish to exit this installer.

Just double-click on shortcut on the desktop and the evaluation will pop up with 30 Day Evaluation .

MextGen Widget Encrypt - w4.3.0513.7

Thank you for evaluating NextGen Widget Encrypt - v4.3.0513.7.
30 of 30 days remaining.

To continue your evaluation of NextGen Widget Encrypt - v4.3.0513.7,
click the 'Continue Evaluation...' button below.

Continue Evaluation
If vou have a license for NextGen Widget Encrypt - v4.3.0513.7, click
the 'Enter License...' button below to enter it and unlock the software.

Enter License...

To purchase NextGen Widget Encrypt - v4.3.0513.7, click the
'Purchase..' button below.

Purchase...

To exit NextGen Widget Encrypt - v4.3.0513.7, click the 'Exit Program’
button below.

Exit Program
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Restricted User Setup Instructions

When the "Current User" is selected and the user account is restricted (non-administrator) the shortcuts are
assigned to administrator account because it is technically the currect user. Reason being is you have to
receive authorization from the administrator account in order to install programs.

You have two options. One option is to change the restricted account permissions to administrative
permissions and then install the program. When done, just change it back which is the easier way to go or
option two.

Here's what you can do for option two:

Double-click on the setup executable and then you will see the User Account Control (UAC) and the
administrative password will be required.
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User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your

device?

NGWEsetup_v4.3.0513.7_testerl.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more detalls

To continue, enter an admin username and password.

E .
networkdesign@protonmail.com

T |

| forgot my PIM

Once you have entered the administrative password a welcome screen will pop up.
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¥ NextGen Widget Encrypt Setup Y

Welcome

Welcome to the installer for NextGen Widget Encrypt
4305137

It iz strongly recommended that you exit all Windows programs
before continuing with this installation.

If you have any other programs running, please click Cancel,
close the programs, and run this setup again.

Ctherwise, click MNext to continue.

< Back Mext = Cancel

Cleck "Next>", agreed to the license agreement then click Next>. Enter a name and company if applicable
and then click Next>. Choose the directory to install or leave as the default. Now, "Make shortcut
availableto all users'. Thisisbest left at this setting sense the administrator account is technically the one
that isinstalling this software. If you choose "Install shortcuts for current user only" then the shortcut and
Start Menu will only beinstalled for the administrator as well as the uninstall shortcut.

£ NextGen Widget Encrypt Setup

Shortcut Folder
Where would you like the shortcuts to be installed?

The shortcut icons will be created in the folder indicated below.  you don't wart to use the default
folder, you can either type a new name, or select an existing folder from the list.

Shorteut Folder:
|NertGen Widget Encrypt "

() Install shortcuts for cument user only
© Make shortcuts available to all users

< Back Mext = Cancel

So, let's stick with "Make shortcuts available to all users’, Next>, Next> the program installs and Finish.

14799
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.;"'J:I;- MextGen Widget Encrypt Setup 3

Installation Successful

The MextGen Widget Encrypt 4.3.0513.7 installation is
complete.

Thank you for choosing NextGen Widget Encrypt!

Please click Finish to exit this installer.

< Back Cancel

Even though the application would be installed for all users. Each user has their own Key Storewhichis
placed in "C:\Users\[ Y ourUserName]\AppData\Roaming" folder.

Evaluation

The evaluation is a 30 day evaluation with the only restrictions being that the generated
keys (Open PGP and X509) are limited to 30 days only. This includes the X509 generated
certificates.

When you first launch the program an evaluation window will pop up. To evaluate the
software simply press to "Continue Evaluation” button and the program will open right up.
The "Enter License..." button is for those who purchase the software and need to enter in
the permanent license they receive via emalil. If you decide to purchase the software simply
click the "Purchase..." button which will take you to the website so that you may purchase
the software. The "Exit Program™ button closes everything down.
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Thank you for evaluating NextGen Widget Encrypt.
27 of 30 days remaining.

To continue your evaluation of NextGen Widget Encrypt, click the
'Continue Evaluation...' button below.

Continue Evaluation
If you have a license for NextGen Widget Encrypt, click the 'Enter

License...' button below to enter it and unlock the software.

Enter Licensze...

To purchase NextGen Widget Encrypt, click the 'Purchase.." button
below.

Purchase...

To exit NextGen Widget Encrypt, click the 'Exit Program’ button below.

Exit Frogram

Front Door

The front door of the program is very easy to understand and simply provide you with a
menu down the left side, subjects and top general options. A support link to our website
contact page. The front door has a default username and password already set and needs
to be changed. Once you create the name and password and press the okay button, the
program will create the key store for you.

Note: *** |t is recommended that you backup the Key Store and the location of where the
Key Store is can be found, just click the optioned setting. You can also change the location
of your Key Store file. ***

In this example I'm leaving the name the same and changing the password to something
you should never do; test1234. Try to use long phrases instead of birthdates, children's
names, the word password, anniversaries etc. Example: Jack and Jill went up the hill =>
J@ckAndJ1IIW3ntUpTh3Hi##. Password and user ID are case-sensitive. With this super
secure password, the strength indicator tells me that it is a weak password. If this is the
case your password, that it suggested that you change it to something secure.

Note: *** If you lose your password or forget it, there is no recovery. Please secure your
password and don't lose it. ***

Note: The program attempts to remember the location of your Key Store. So, it's a good
idea if you want to change the location that you change it through options otherwise you
may be locked out of your program and have to put the Key Store back in the original
location so that you can once again access the Key Store.
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extGen Widget Encrypt - w100 -
B} NextGen Widget Encrypt - (NGWE) v1.0.0.0 x

i — ieN

Hi! I'm Jimmy
You need to
create a Master
Password.

Text Task

Secure Wipe & Delete
Key Store

Lock

Now, the new key store is generated and NextGen Widget Encrypt is open for business.

B} NextGen Widget Encrypt - (NGWE) v1.0.0.0 — [m] x
e )
# Key 1D Key 1D (Hex)  User ID Key Size  Type Created On Valid Until Trust

‘Secure Wipe & Delete

Look at the Key Store

The key store is very easy to navigate and simply has 10 columns the first column being the
line number which is just that. It generates the number for each line so that you can easily
see how many keys you have. The key ID is unique to each key as well as the hex ID. The
user ID is something that primarily set when you generate a new OpenPGP key. The
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exception to this is when you import a digital certificate. Digital certificate (X.509) user IDs
are the (CN).

Almost everything is operated from the Key Store so that you become very familiar with it
because it is the main functioning area.

B} NextGen Widget Encrypt - (NGWE) v1.0.0.0 - x
g9 P
Business —

H Key 1D Key 1D (Hex) User ID Key Size  Type Created On Valid Urtil Trust
The ID of The User-1D Pglrt?ltii/
the Key of the key. Key Self-explanatory
Hex Value
of the key
Key Line «;ié
Number The Trust value
you set for the key
Key
Algorithm

Manage Key Store

Main

Softwaore that works

PGP Key Revoke
Here you can revoke ASC PGP keys both files are needed, the private key and the public key.

Compose a Key
Generate open PGP keys.

Import
Import OpenPGP keys for private, public and key pair in ASCII or from a in .asc, .gpg, .pkr or skr files..

Export Public Key
Export OpenPGP Public key in ASCII .pgp, .asc and .gpg.

18799
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Export Private Key
Export OpenPGP Private key in ASCII .pgp, .asc and .gpg.

Export Key Pair
Export OpenPGP key pair in ASCII .pkr, and .skr.

Trash Key
Left click on the selected key, press the delete button or use the right-click and delete.

Properties
View properties such a key type, size revoked or not, expiration date and if the key has subkeys.

Change Password
Change passwords for private keys and also the Key Store.

PGP Key Revoke

Softwaore that works

The OpenPGP key revocation is the process of appending a special signature to an OpenPGP public key
that marks it as not usable any more.

Here we can directly revoke a public key. First off we will need to create the public and private key
files because thisis not done inside the Key Store. So, if the keys are in the key store just export them
to aascfile.

B} NextGen Widget Encrypt - (NGWE) v43.0513.6 - n
Y
Business “N
Export Key Pair
a Export Keys
() Export ASCII Key Pair Block © Export Key as File
User. BB2AGIAOBTE42357
Export to file:
Copy Export Key Pair
v
H Key 1D Key ID (Hex) User ID Key Size  Type Created On Valid Uritil Trust
-49600359005943143... | BB2AGIAD... 4/23/2025 5:01:30 PM__ [ 4/23/2027 5:01:30 PM
2 £6465239197590296.. A3C2CDBS.. TetUser <TetUser@test fremilael 3072 pubspiv  4/17/20256:4529PM  5/17/20256:4529PM  Litimate
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Now, locate the public key and private key. Y ou will need to know the private key password and then
select a reason.

B} NextGen Widget Encrypt - (NGWE) v4.3.0513.6 - O e

=N

Revaoke PGP key

File Selection
Public: ASC File:
“\TestRevoke'RevokeMeKeysPub_BB2AGIADBTEA2397 asc \ Get ASC Public Key |
Main File Selection
Private ASC File:
ATestRevoke \RevokeMeKeysPri_BB2AGIADBTEA2397 asc | Get ASC Private Key \

Folder Task
Secure Password
Pivate Key Pessword. 8 shon Passiard
‘Secure Wipe & Delete
Key Store

X509
_ Programed and Designed by: James Statom - 2024

Process Revocation
S

Once you click the Process Revokes and button a save dialog box will pop up with the word
"Revoked-" and the key fingerprint in eight text file. If you wish to install this revoked public-key in your
key store just change the extension to .asc and import it.

B} NextGen Widget E t - (NGWE) v4.3.0513.6 e x
QfEIECE

=\

Revoke PGP key

File Selection
Public ASC File:
\TestRevoke'RevokeMeKeysPub_BBZABSADBTE42357 asc | Get ASC Public Key |
AMain File Selection
Private ASC File: -
SETE [ SarCommckey |
Folder Task
Secure Password The text file has been successfully created. Select Reason

Private Key P: Key Mo Longer Used =

‘Secure Wipe & Delete
o

Process Revocation

Programed and Designed by: James Statom - 2024
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Onceyou import the key the key located in the key store line will turn red showing that the indicated
key has been revoked. If you have that key on a PGP key server, just submit the key to that server and
the installed key will be revoked.

NextGen Widget Encrypt - (NGWE) v4.3.0513.6 = x
g Typ

H Key ID Key D {Hex) User D Key Size  Type Created On Valid Urtil Trust

2 -66465239197590296... AJC2CDB5... TetUser <TetUser@test.com> RSA 3072 pub/priv 41772025 6:45:29 PM 5/17/2025 6:45:23 FM Uttimate

Compose a Key

The first things we need to do after entering our password and letting the program create
the key store, is to compose a key. This is a relatively simple and easy process just by
clicking "Main" on the menu and click "Compose key".

Now, for the composing of a key you can simply utilize the default settings and only have to
enter in a user name and optional email address along with a secure password. If you don't
have a secure password in generate one simply by clicking the "Generate Password"
button.
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B NextGen Widget Encrypt - (NGWE) v1.0.0.0
g ryp

Business

-
File Task
Folder Task
Text Task Export Poblic Key
Secure Wipe & Delete Export Private Key
Key Store Export Key Pair

Lock Trash Key

Import
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User ID:
Privale key Password

Name: | | Count l:l
Email: | | o
{Optional format: Name: «<Email )

B} NextGen Widget Encrypt - (NGWE] v1.0.0.0 — b
Busines | SN

tin W

Hide Password

Defaults  Generate Al Keys

Default Settings

Just add your name, email address and the private key passphrase.
Click "Generate the Encryption Key" button and your new two year)
2048 RSA Public and Private Keys will be created.

Then just check the Key Store for your generated OpenPGP Key

Next, I'm going to use the default settings so | only have to enter a username but | want this
to be associated with my email address so I'm entering an example email address. Then,
I'm entering the password for my private key. This password should be Securely secret and
should be hard to guess. The best type of passwords are those that are not associated
with things that are common to use such as your birthday, dogs name, children's name etc.
Further, they should not be associated with dictionary terms and the best type of password
is really called a passphrase.

Passphrases are easier to remember because they are a long phrase with characters
changed create a secure and complexed password.

Once you have entered in these fields, simply click the "Generate the Encryption Key button
and you will get a pop-up that tells you that generating a key can take a little bit of time be
patient. Click the okay button and your key will be generated.
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| | A

| User ID:

‘ - Private key Password
Nome: [lohn Do | com
Email- |Juhn Doe@intemet.com |

{Optional format: Name <Email>)

tin M

Hide Password

Defauits Generate All Keys

Default Settings

Just add your name, email address and the private key passphrase.

GEMERATED KEY ¥tk "Generate the Encryption Key" button and your new fwo year)
RSA Public and Private Keys will be created

just check the Key Store for your generated OpenPGF Key.
Key was generated successfully. Please check the Key Store.

Now we need to verify that the key is located in the key store. To do this, simply click the
"Key Store" menu button and then the click "Manage Key Store" button. As you can see
from the below image, the key was generated successfully and is the first key located in the
key store. Every key that's generated by you is considered an ultimate trust key. Simply
meaning that you trust this key entirely to not be fraudulent or made by some hacker trying
to steal someone's identity.

B NextGen Widget Encrypt - (NGWE) v1.0.0.0 - x
\
N
H Key D Key ID {Hex) UserID Key Size  Type Created On Valid Until Trust
1 707536881665283330  SD1ADOBS... John Doe <John Doe@intemet com:> RSA 2048 pub/priv 3272018 10:11:43AM  4/1/2018 10:11:45 AM Uttimate

Each key is only generated for 30 days in the evaluation version. The paid version
generates a two-year default key. If you wish to have something other then that, simply click
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the "Generate All Keys" tab and make your choices accordingly. The program offers three
key type generations which are RSA, ElGamal and Elliptic Curve.

B} NexdtGen Widget Encrypt - (NGWE) v1.0.0.0 - m] X
Business Options Settings Support ‘ |
User 1D:
Private key Password
Generate the Name: | ‘ Count E
Encryption Key it | |
(Optional format: Name <Email>]
e ame ! Generate Password
vin e
[ Hide Password

Defaults  Generate All Keys

Expires () Never @® OnDate: | Fiday . March 22013 [~ |

Key Generation

Folder Task el — T EcCrve (ST
RSA
EC {Elliptic Curve) pher: [] AES

Secure Wipe & Delete Cipher [4] CASTS [ AES128 [ AES 152 /] AES 256 [/] TWOFISH [] BLOWFISH
(A Tiple DES  [] SAFER  [/] CAMELLIA128 [~] CAMELLIA1S2  [] CAMELLIA 256
Hashing [ ] SHA 1 [ sHa256 [A SHA384 [ SHAS12 [0 sHA224 [ MD5 [ MD2 [J RIPEMD-160
Compression []] 7|p [1 Zlb [ BZip2 [ Uncompressed
Import
B NextGen Widget Encrypt - (NGWE) v1.0.0.0 - O x

Business

[ opimseing | o] |

Export Import PKI Key
Import Keys

FRIVATE/PUBLIC KEY IMPORT PGP TEXT ASCI BLOCK

® Public Key
(O Private Key
O File Import
File Controls
(&) Public Key File
() Private Key File
Folder Task () Both Keys in file
() X.509 Private Key
Secure Wipe & Delete Import PGP Key
[1 Show Key Store
Helpful hints: e
Just Paste any Private or PGP Public Key text and click "Import PGP Block™” button. -

The import section imports OpenPGP keys both public and private. It also imports X.509
certificates, but for the most part OpenPGP isn't really designed for X.509. To import an
ASCII text for example, just simply paste the text into the text box and click the "Import PGP
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Key" button. Next you will see an acknowledgment and the fingerprint ID.

- *
| A
Export Import PKI Key
Import Keys
PRIVATE/PUBLIC KEY IMPORT PGP TEXT ASCII BLOCK
PN A Import Control
NF
+utsm 0Lk 5w I ByaXZhdGUg S2V5IDxOb 1ByaXZhdGVIZXIATmIGemIZYXRIS Select Import Method
2v5
LmNvb TBlwwQ TEWoAKw UCWAC YsALLB4 g AcL CQcIBAMG BRIKBRUEAGI @® Public Key
DBgUWAAEC )
AwlZAQMFAFBACGKQWIALvvioywe XAH/Y Ungt5p F iRk ApuxP 12P2/9mBE O Private Key
Wisc6
A7 BaiRUCH Wrpl YmuevaBDAYGENBPGb DkPDXmXcQany/sHnsygZgHOF O Fie import
dOF/hlk File Controls
g8idorDh4aTKWG2raCnB8UvhklvFURJ 3oL 783 YdKadiAz6530fR Tgo 4aN4BS
OaV
QB YPuiX R x prFle
O+t2A fiey File
szD?GthMJhwGMquEDP
Key Fi 1D: s in file
ddgjg;;m”mm‘b“" ‘EegEFIgISEE EpDrEI‘rli'MEEDEEDDAZASCE'MGEBEF&FAAEZC' Public Key vate Key
WkaJLquuerTm My524 was imported successfully. Please check the Key Store, Y
aUkE/deXDnsEfl]lQF?N\pc
RqavTSsyeDM:iqtmszou Key
QcRW
ToXINNSvTIHLL 1 EvAFBC3HVrd0S<HnMb G2 BPwmANdG2 Unb-
=Ce7+ [ Show Key Store
—END PGP PUBLIC KEY BLOCK— v
Helpful hints: File Import
Just Paste any Private or PGP Public Key text and click "Import PGP Block" button:
Locate Keys
Importing a private key text works the exact same way as the public key. However, when
importing a file you need to click on the file import radio button. This will enable all of the
functions so that you can import a file. Select which key you want to import; public, private,
both or X509 certificate. Click the locate keys button and import. Check the key store for
1
the key and you're done.
B} NextGen ‘Widget Encrypt - (NGWE) v1.0.0.0 — x
Y
Y
Export Import PKI Key
Import Keys
PRIVATE/PUBLIC KEY IMPORT PGP TEXT ASCII BLOCK
PN ~ Import Control
NF
+uitsm 0Lk 5vIF ByaXZhdGUg 52V5IDxOb18yaXZhdGVLZXATmIQemIZYXRIS Select Import Method
V5
Lt T TEwoAKe UCWIC SAUIB4lg oL COcIBAMGEQIKEHUEAG @® Public Key
DBgUW,
MZAQMFNMngw&QLmocxywchvaqutspFnR?k/ymsz/smf.E O Private Key
J\?Jx1.%iRUCanpHmequDAYBENEFGbDkPDXmXcQanyprnsnggHQF O File Import
dOF /hlk ) File Controls
g8iderDh&a TKWG2raCnB8UvhilvFURJ 3oL 783 YdKadiAz653aFR Tgo 4gN4B5
DaV/ )
nGNAbkBefcY PLrXBFrmy YHASCSsk AwMCCAEBDGADBHETHIMUCS:GBpzR Fublic Key Fle
D+t2AiuZ Private Key File
wWzD76h 3gi¥XuhweMjgb BDALgXdAJsdgaog)KqPip Bl 7cRGh KR /hjskz 2Purd
SFz Bath Keys in file
ddge 2xHG YVk403k6Gi 22zwONERemGAYRIGA 70z TadHhdy F03Kn
- LIBsSiNth X 509 Private Key
WpBkJLpuWoejUTX1My52AwEIB4ihBBg TCgAJBRIZBiwAhsMAASJEMNIC
7749KMs
allkB/0dk XDns8/AGIQF2Mipg TmBI4MH7p Y 3kjsCviuCegk KSvpZMIdsVXmacD
U
Rq8vTSsyeDMqtkhgsZ0L 7owMgB/ IhOiOWclzBwacvarbpx UdHOKINSGx Import PGP Key
QcRW.
ToXInNSvTIALL1EvAFBCSHAVid0SeHinMbJGZ/ 8PumANAG2 U=
Ce7.
~END PGP PUBLIC KEY BLOCK—| % Show Key Store
H Key ID Key |0 (Hex)  User ID Key Size Type Created On Valid Urtil Trust
1 -43628492241666941... C3740BBE.. No Private Key <NoFrivateKey@NoFrivateKe... EC 512 pub 10/25/2017 96912 AM  10/26/2021 9:55:12AM  Unknown
2 -12717557876561381... EESSDODS... joe wiliams ~xnoowl 222 @protonmai com:> RSA 2048 pub 9/14/2017 6.05:35 FM 12/31/9995 11:59.59 PM  Unknown
3 707536831669283330  9DTADOBS... John Doe <John.L. Zintemet.com> RSA 2048 pub/piv /Z/2018101143AM  4/1/201810:11:49AM  Ulimate
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Export Public Key

Exporting a public key as a text file is another simple process. Here you'll be able to export
a public key either as a OpenPGP block or a file. Either way, you select the key by right
clicking on the desired key from the Key Store and choosing "Select User-ID". You'll notice
that the hex code of the key is placed in the user text area. This example shows
"C3740BEF8F4A32C".Simply click the "Export Key" button and the key is exported to the
OpenPGP block.

If you click the "Copy Export Key and ASCII" (clicked by default) checkbox before exporting
the key, the public key will be copied to the clipboard.

Export Public Key

—BEGIN PGP PUBLIC KEY BLOCK— '~ Export Public Keys
Version: NextGen Widgst Softwars (NGWE) v1.0.00

NEXTGEN WIDGET

OFTWRRE (®) Export Public Key Block (O Export Public Key File

mJMEWBgcBMJKyQDAWIAQENBAMEVP Xcx W PWGMYCjhDRhNNsp Bt /S 3Ke AKaf 8f 1
yx010itqO 8y Ywk Sk Y UWikcppg 7opvG 10MZAFD 13k G YOdInu60IGDG 8 YF 1 HJzHK

RzKyLssil UTLPaGEUm4vi/TVpls35zcIFBHw Byid NAnjiDHUZ 3yy TDOCAHE 26PN

| NFsutsm 0Lk 5vIFByaXZhdGUg S2V5IDx0b 1ByaXZhdGVLZXATmSQcml2Y XRIS2V5

| LmNvb TEwQ TEwo AKw UCWC YsAUJB4Yig AoLCQcIBAMGBQIKBRUEAGIDBgUWAAE
|

|

User: |C3740BBEF8F4A32C

C
A | ZAQMFAFBAC gk Qv 3Q L vj Soywe XAH/Y Uwat 5p F iR Tk AruxP 12P2/9m5EWsch

A7x18aiRUCwWnpll YmwvgBDAYBENSPGh Dk PDXmXcCQany./pHnsyg ZgHIFAOF /hlk Export to file: Export key to load
gfiderDhda TKWGzgCn68Uvhk IvFURJ3cL783e YdKadiAz653qfR Tgo4gN4B50aY

nQNhbk Bsfo Y PuriXBFrw YHASC SskAwMCCAEBDQQDBHt THIMUCSzQBpzR 0t 2Au7

wWzD76h3gi¥uhwbMjgb BDALgXdAJsdgaog)KqPipBl 7cRGh KR /hjskz 2Purd05Fz
ddge 3xHG YVx403k6GiZzwINERemGd YRIGd 70.Jz/ TgdHxdy F03Kn-+wLIBsSif Nth

WpBkJLpuWoej UTX1My52Aw EIB4ihBBa TCaAJBQJZBJiw AhsMAASJEMNOC7745KMs

allkB/0dk XDns8/AGIQF2Nipg Tmal4l
Rg8v TSsyeDM3qtkhgsZ0L 74owMgB
1oXOnNSvTIdLL1EJvAIFBCIHA VS

COMNTENT ON CLIPEOARD x Copy Export Key

OpenPGP public Key is now on your Clipboard, You can now
paste the content.

H Key ID Key | = Created On Valid Urtil Trust

1 -43620492241666941...  C374 10/25/2017 9:59:12 AM  10/25/2021 3:59:12AM  Unknown
-1271755787 7 3 :

2 12717557876561381...  EES! 9/14/2017 6:05:35 PM 12/31/9999 11:59:59 PM  Unknown

3 707536881669283330  9D1 v /22018 10:11:49AM  4/1/2018 10:11:49 AM Utimate

To export the public key as a file simply click the "Export Public Key file"radio button, right
clicking on the desired key from the Key Store and choosing "Select User-ID", click "Export
key to load" and and the file name you wish to call it and save it to the desired location. In
this example I'm calling the exported public key "ExportPubKey5" and saving it to my
documents directory. If you do not click the "ASCII" checkbox, the output will be in binary.

Once you click the "Export Key" button the public key file is generated. When saving the file
you have three file extensions in which to choose from; pgp, asc and gpg. If you click the
"ASCII" checkbox before saving the file name, the extension will then be .asc. Otherwise,
the extension by default will be .pgp but the file itself will be ASCII armor. Once the "Export
Key" button is clicked and the file generated, the file name changes with an inserted
fingerprint of the public key.

Example:
"ExportPubKey5.pgp" becomes
"ExportPubKey5 5BEFCFBEDBF6433083DDA2A6C3740BBEF8F4A32C.pgp".



Export Public Key
Export Public Keys

NENTGEN WIDGET
OFTWARE:

(O Export Public Key Block (® Export Public Key File

User: |C3740BBEF8F4A32C |

| \Users M Documents \ExportPubKey5_GBEFCFBEDBFE433083

| Export to file: Export key to load

ASCIl Copy Export Key

KEY GENERATED x

o Key file was created successfully
Key ID Key D (Hex) User

-43628492241666941... C3740BBE.. NoP

-12717557876561381... EESSDODS... joe
707536881669283330  SD1ADOBS... John

reated On Valid Until Trust
10/25/2017 9:55:12 AM  10/25/2021 $:55:12AM  Unknown
9/14/2017 6:05:35 PM 12/31/9999 11:55:59 PM  Unknown
v /22018 10:11:49AM  441/2018 10:11:45 AM Ultimate

[ERLCRE Y

File name changes to
add the fingerprint.

‘ ExportPubKey5_5BEFCFBEDBF6433083DDA2A6C3740BBEFSFAA32C. pgp

Export Private Key

Exporting a private key woeks the same way you would export the public key. Here you'll be
able to export a private key either as a OpenPGP block or a file. Either way, you select the
key by right clicking on the desired key from the Key Store and choosing "Select User-ID".
You'll notice that the hex code of the key is placed in the user text area. Simply click the
"Export Key" button and the key is exported to the export text area.

If you click the "Copy Export Key" (clicked by default) checkbox before exporting the key,
the private key will be copied to the clipboard.

To export the private key as a file simply click the "Export Public Key file"radio button, right
clicking on the desired key from the Key Store and choosing "Select User-ID", click "Export
key to load" and and the file name you wish to call it and save it to the desired location. In
this example I'm calling the exported public key "ExportPrivKey5" and saving it to my
documents directory. If you do not click the "ASCII" checkbox, the output will be in binary.

Once you click the "Export Key" button the private key file is generated. When saving the
file you have three file extensions in which to choose from; pgp, asc and gpg. If you click the
"ASCII" checkbox before saving the file name, the extension will then be .asc. Otherwise,
the extension by default will be .pgp but the file itself will be ASCII armor. Once the "Export
Key" button is clicked and the file generated, the file name changes with an inserted
fingerprint of the public key.

Example:
ExportPrivKey6.pgp becomes
ExportPrivkey6  OCFBACCFF4DC231A03087A8509D1AD0B91629E02.pgp.
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i N
Export Private Key
—
Export Public Keys
\NEXTIGEN WIDGET
SOFTWARE () Export Private Key Block (® Export Private Key File
User: |9DTADOBS1625E02 ‘
C -Users'-.James'.Ducumerrts'-.ExpurtFn'eryE_DCFBACCFF4DC231AD3|
Export to file: Export key to load
ASCIl Copy Export Key
H Key ID Key |0 (Hex)  User ID Key Size Type Created On Valid Urtil Trust
1 -43628452241666947... C3740BBE.. No Private Key <NoPrivateKey@MoPrivateKe... EC 512 pub 10/25/2017 9:55:12 AM  10/25/2021 $:55:12AM  Unknown
2 -12717557876561387...  EESSDODS... joe wiliams doe <xnoowl222@protonmaicom>  RSA 2048 pub 9/14/2017 6:05:35 PM 12/31/9999 11:55:59 PM  Unknown
3 707536881669283330  SD1ADOBS... John Doe <John.Doe@intemet.com:> RSA 2048 pub/priv /22018101145 AM  441/2018 10:11:49 AM Ultimate

Export Key Pair

The process of exporting a key pair is exactly the same as you would for a public key or
private key. Two export the key pair you must have both the private key and the public key
located in the key store. Select "Export ASCII Key Pair Block", right-click and select "John
Doe" in our example, then click "Export Key". Both the private and public key exported to
the key pair Block.

Export Key Pair

—BEGIN PGP PRIVATE KEY BLOCK— A
Version: NextGen Widget Software (NGWE) v1.0.0.0

NEXTGEN WIDGET
'SOETWARE.

IQ0=BFqZI 2UBCACPYVBCT FyvOnlbd2sxsck DOZF 6L/ T9n2Pbidm 36 TFs6BkjapuCR

L 1XbLihMXVd8CnKCH AFONDX 7 Tofj tisuZ+MqKZeVMPlgnH2+BE8gz Wil g2

JIHK;j INHAG/XBp5zHf ke VZWR1 ¥NsNigdRAmHQHYsNwectCh 2 Yb+D DOP2Cx
HRVAvk 8JJofdBwbp Y ZA/MNVTTWe 22t QWC AViCsaGIODERGIAZhWFARtAsu+Zo
LiZUj ls6GYNAL+dfUSug/+q MbgTEQWDiio(x21pGTLOFL/8DqveNBE
HGZSmue+jPheKXC 7zmn2Eq VOAV + 5wy B2HA/ZABEBAAH+AwMCsKyQar/aGgBgicCj
vszv0CaWMylUbHQb Fw68igDeMG/b3xb Z1SSVVmF2MEABIAKERHig 2Xg Sgoot D Xs
EMCrUoDtrVunph8r1 7K7Ns 10Yp./Ry Omil SOXE0Mp Y YctiO 7iXq 2ULQF Ak EHRYL 3k
JFO32MKT/r34ZNWTEF 7.5 1RINOY+ckeGXDIW SMhquQWSXwr3 1 0CmHFNVP RX3FEB
kA YSAGKE 5r5mNdY To EG5oG Bvx ShwREmXh 0l 7m X/4SMRKr3hb IPRXNwBSBUVAC
g 7CSaVN/QAPaWOLWWhwy WBeW /ahxaJQdQH9Kgaps IC//omkgt /q0mfqeoQ3RDCT
RnOtnw 8RuXojLtnNZ65m XFp3n Tugpj/M+c 3Yiv UzxHtsafQVRvJiJ2RngHrv DPJs
OfVYMOvyBdJ 2a B ZL0x+0hW LieSFRrHw XOuVjwyiCtivCGowHgKsue 10nBzbi2
7SXNNEo+sK9co DPOyCE6B4N+Ma70Y/pemSyBPEyXvCUDEo/ ThdFaDkyJOSEsPblov
dZybdQHSEKUCE ThuLwXXR6/Y3Fbe TEk B+e+/L02dWF yc/1ZlaMsBakt LI yo Wk SiB
VpKhESSkwk KmBem W SqoxAAX T Lu Tvue 38+ POeqtxRDRDdPy8Vnsh Xs8TMUZFVE  w

Export Keys

(@) Export ASCII Key Pair Block () Export Key as File

User: |9D1ADOBS1629E02

Export to file: Export key to load

Copy Export Key Pair

Key ID

-43628452241666541
-12717557876561381
707536881669283330

Key |0 (Hex)
C3740BBE
EE5SDODS.
SD1ADORS.

User ID

No Private Key <NoPrivateKey @NoFrivateKe
joe wiliams dos <xnoowl222@protonmai com
John Doe <John Doe@intemst com>

ok o=

Created On
10/25/2017 9:55:12 AM
571472017 6:05:35 PM
37272018 10:11:49 AM

Size
512
2048
2048

Valid Until

10/25/2021 5:55:12 AM
12/31/9999 11:59:59 PM
47172018 10:11:45 AM

Type Trust
EC
RSA

RSA

pub Unknown
Unknown

Uttimate

pub
pub/priv

Exporting the key pair as a file is slightly different than exporting a private key or public key

in a block. The only difference is that you are not able
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Instead, when you export the key via the "Export key to load" buttton, you are given the
option to select a file type; .skr. .pkr or .asc. If you select the file extension (.asc), the output
of the file will automatically be ASCII armor. The other two are exported as binary files.

B NextGen Widget Encrypt - (NGWE) v1.0.0.0 - X
BT |
Export Key Pair
Export Keys
O Export ASCII Key Pair Block ® Export Key as File

T —
‘ ChUsers\James'\Documents'\KeyPair2_0CFBACCFF4DC231 NH]B?Ml

S—

["] Copy Export Key Pair

S Key ID Key ID (Hex) UserID Key Size  Type Created On Valid Until Trust

1 -43628492241666941... C3740BBE.. No Private Key <NoPrivateKey@NoPrivateKe... EC 512 pub 10/25/2017 9:55:12 AM  10/25/2021 3:55:12AM  Unknown

2 -12717557876561381... EESSDODS... joe wiliams doe <xnoowl222@protonmaicom>  RSA 2048 pub 9/14/2017 6:05:35 FM 12/31/9999 11:55:59 PM Unknown
‘Secure Wipe & Delete 3 707536881669283330  SD1ADOBS... John Doe <John.Doe@intemet.com: RSA 2048 pub/priv 3/2/2018 10:11:43 AM 4/1/2018 10:11:43 AM Uttimate:

Trash Key

Removing keys couldn't be easier, all of the instructions are located right on the program
page. However, in the Key Store you can just simply right-click on the key and select
delete.

extGen Widget Enci - v -
NextGen Widget Encrypt - (NGWE) v1.0.0.0 [m] x

[ opimseing | o] [N

Trash Can

Permanently Removes Keys

Easily delete keys by selecting (Lsft Click) and click the "Trash” buttom
f you would like to delete multiple keys. Just press and hold "CRTL" while left clicking the keys.

Then just click the "TRASH" button

‘You can unselect all the keys by just clicking the "Clear"” button or just one &t a time by using CTRL, left click.

S Key ID Key ID (Hex) UserID Key Size  Type Created On Valid Until Trust

1 -43628492241666941... C3740BBE.. No Private Key <NoPrivateKey@NoPrivateKe... EC 512 pub 10/25/2017 9:55:12 AM  10/25/2021 3:55:12AM  Unknown

2 -127175573876561381... EES3DODS... joe wiliams doe <xnoowl222@protonmaicom>  RSA 2048 pub 9/14/2017 6:05:35 FM 12/31/9999 11:59.59 FM Unknown
Secure Wipe & Delete 3 707536881669283330  SD1ADOBS... John Doe <John.Doe@intemet.com: RSA 2048 pub/priv 3/2/2018 10:11:43 AM 4/1/2018 10:11:43 AM Uttimate:
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B} NextGen Widget Encrypt - (NGWE) v1.0.0.0 -

[ orson seune ]| soomn |

Trash Can

Permanently Removes Keys

Easily delete keys by selecting (Left Click) and click the "Trash" buttom

If you would like to delete multiple keys. Just press and hold "CRTL" while left clicking the keys.

Then just click the "TRASH" button.

‘You can unselect all the keys by just clicking the "Clear” button or just one at atime by using CTRL, left click

Key ID Key ID (Hex) User ID Key Size  Type Created On Valid Until
1 JBE Priv 1 A

-12717557876561381 EE5900D9... joe wiliams doe wl222@protonmai com>  RSA 2048 pub 9/14/2017 €:05:35 PM 12/31/9999 11:59.59

Secure Wipe & Delete 707536881669283330  9D1ADOBI... John Doe <John.Doe@intemet.com> RSA 2048 pub/priv 3/2/2018 10:11:49 AM 4/1/201810:11:49 AM Utimate

Properties

To see the properties of each key you simply click on the key and all of the details are
instantly viewed.

B} NextGen Widget Encrypt - (NGWE) v1.0.0.0 — [m] *®

e | |

Key Properties
User-ID: John Doe <John.Doe @intemet.com: Key ID: 707536881665283330 Sub keys:
Hexadecimal: SD1AD0BS1625E02 Trust: Utimate: -
Type: RSA Expiration: 4/1/2018 10:11:49 AM
Key Size: 2048 Revoked: False -
Key: Contains both public and private key. Fingerprint: 0CFBACCFFADCZ31A03087A850501ADOBI1625E02

Folder Task

# KeylD Key ID (Hex)  User ID Key Size Type  CreatedOn Vaiid Ut Trust
Text Task 1 43628497241666341 . C3740BBE..  No Private Key <NoPrivatcKey@NoPrivateke. .  EC 512 pub 10/25/2017 959,12 AM  10/25/2021 55812 AM  Unknown

2 -12717557876561381.. EE5SDUDS.. jos willams dos <noowl2Z2@protonmaicom>  RSA 2048 pub  9/14/2017605:35PM  12/31/899 116958 PM Unknown
Secure Wipe & Delete |2 | ADOB9... | John Doe <lo temet.com> |RsA | 2048 | pub/priv | 3/2/2018 10:11:43.AM | 4/1/201810:11:49 AM | Ukimate |

EKey Store

_
_
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Change Password

Softwaore that works

Change password area is for the changing the Key Store and Private Key password. You
can alse change the "User ID" of keys.

Change Private Key Password

Change Private User-ID

Change User ID

Change Key Store Password

Change Private Key Password

Changing a private key password is very simple. Simply right-click on the key you wish to change the
private key password for. The private key must be located in the Key Store. Enter the current
password, the new password and confirm the new password. Just click "Change" button and you're all
done.

B} NextGen Widget Encrypt - (NGWE) v4.3.0513.6 =

Business

Change Private Key Password  Change User ID  Change Key Store Password

© Change Private Key Password
Change Private

Private Key ID:
A3C2CDB5B3ADMATT

Curment Password:
LTI T

(C1 Show Password

New Password Successful x

|
Confirm Password

1¥| —

o Password successfully changed for ASC2CDBSB3A04AT.

# Key ID Key D {Hex)  User ID Key Size  Type Created On Valid Urtil Trust
1 -66465239197590296... AJC2CDB5... TetUser <TetUser@test com> RSA 3072 pubspriv 4/17/20256:45:29PM  5/17/2025 6:45:29 FM Unknown
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If you enter the wrong password you will be notified.

n Widget t - 3.4 | -
NextGen Widget Encrypt - (NGWE) v4.3.0513.6 x

seper

Change Private Key Password  Change User ID Change Key Store Password

=

© Change Private Key Password
Change Private

() Show Password

Main
---------
Folder Task 213

ler Confim Password A The provided old password is incorrect,

cressssas

e -
oK
Secure Wipe & Delete [L
Eey Store =

Key ID Key ID {Hex)  UserID Key Size  Type Created On Valid Until Trust
-66465239197590296... A3C2CDB5.. TetUser <TetUser@test.com> RSA 3072 pub/priv  4/17/2025 6:45:29 PM 5/17/2025 6:45:29 PM Unknown

Change Private User-ID

When changing the private key User-ID the process is simple. Just right-click and select the User-ID you
wished to change. The private key must be in the Key Store. The program will automatically enter the old
User-ID. Just enter the new User-ID and click on the "Change Private Key User-ID" button.
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n Widget t - 3. L -
BB NextGen Widget Encrypt - (NGWE) v4.3.0512.6 X

‘Options Settings Support

Change Private Key Password Change User 1D Change Key Store Password

/~

Change Piivate key User ID: Instructions
Key ID: ]
S646523919755029647 1. Select a user ID from the key store list below.
Change Private Key Password: 2. Add the private key password.
sesesene ) Show Password

3. Enter new user |D.

Change Old User ID:
TetUser <TetUser@test com>

Main

4. Click (Change Private Key User ID) button.

Add New User 1D: User ID Changed

New User Id

o User ID successfully changed. Please check the Key Store.

o)

Key ID Key ID {Hex)  UserID Key Size  Type Created On Valid Until Trust
-66465239197590296... AIC2CDBS5.. New Userld RSA 3072 pub/prv  4/17/2025 6:45:29 PM 5/17/2025 6:45:29 PM Unknown

User-ID was changed.

Change User ID

Changing the User ID is the same process as changing the password. Y ou will need to enter in al of the
information after clicking the [Change User-1D] check box. It can still be the same password for the
current and new password if you are only interested in changing the User-ID.

B} NextGen Widget Encrypt - (NGWE) v4.3.0513.6 - X

Options Settings Support

Change Private Key Password Change User D Change Key Store Password

=

© Change Key Store Password

Change Key Store Password Instructions

Key Store Login User ID: 1. Enter cument user ID.
Jimmy

Cument Password 2 Frter passuerd

sessnenes 3. Enter new password

[J Show Password
) New User-ID 4. Enter new password again.
Main Jimmy2

@ Change User-ID 5. Click the change button
File Task New Password:
traseees NOTE: The user does not have to enter a new User ID unless the
Folder Task [ Show Password )
Confirm Password: checkbox [Change User-ID]is checked
B
[CJ Show Password
Secure Wipe & Delete
== ]
Eey Store A

Key ID Key ID {Hex})  User 1D Key Size  Type Created On Valid Until Trust
-66465239197590296... AJCZCDB5.. TetUser <Tetllser@test com: RSA 3072 pubspriv  4/17/2025 6:45:29 PM 5/17/2025 6:45:23 FM Unknown
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Change Private Key Password Change User ID  Change Key Store Password

INENTIGEN WIDGET

SO FTWARE © Change Key Store Password
IS0

Change Key Store Password Instructions

Key Store Login User ID:
Jimmy

1. Enter current user ID.

Curmrent Password 2. Enter cument password.

ﬂﬂﬂﬂﬂﬂﬂﬂﬂ 3. Enter new password.

() Show Password

ew]UseriD 4. Enter new password again.

Jimmy2

New Password: g Successful *

....... fer anew User ID unless the
Confirm Password: [: o Password successfully changed for the Key Store. ad

g

" Key ID Key ID (Hex) User ID Key Size  Type Created On Valid Urtil Trust
1 -66465239197550296..  A3CICDB5.. TetUser <TetUser@test.com> RSA 3072 pub/priv  4/17/20256:45:29PM  5/17/2025 6:45:25 FM Unknown

Change Key Store Password

To change the Key Store passwordand/or User-1D simply click the "Change Key Store Password" tab.

Enter current user ID.
Enter current password.
Enter new password.
Enter new password again.

oD

5. Click the change button

NOTE: The user does not have to enter in anew User ID unless the checkbox [Change User-1D] is
checked.
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B} NextGen Widget Encrypt - (NGWE) v4.3.0513.6 - O

=N

Change Private Key Password Change User ID  Change Key Store Password

© Change Key Store Password

Change Key Store Password Instructions
Key Store Login User ID: 1. Enter current user D,
Jimmy
Pacomond. 2. Enter cument password.
sesssnse 3. Enter new password
[J Show Password
8 New User-ID 4. Enter new password again.
() Change UserID 5. Click the change button
New Password

il NOTE: The user does not have to enter a new User 1D unless the:

() Show Password
Confim Password checkbox [Change User-ID]is checked.

Folder Task

Secure Wipe & Delete
Key Store

*

() Show Password
Cod

# Key ID Key ID (Hex}  User ID Key Size  Type Created On Walid Until Trust
1

R - -66465239197550296... A3C2CDBS.. TetUser <Tetlser@test.com> RSA 3072 pubspriv 4/17/2025 6:45:23 FM 5/17/2025 6:45:29 PM Unknown

= ]

If the change was successful you will get a notification that the password successfully changed for the
Key Store.

B} NextGen Widgst E t - (NGWE) v4.3.0513.6 - X
sy

Options Settings ‘Support

Change Private Key Password Change User [D  Change Key Store Password

=

© Change Key Store Password

Change Key Store Password Instructions
Key Store Login User ID: 1. Enter cumet user 1D.
Jimmy

Fassword 2. Enter cument password.

3. Enter new password.

[CJ Show Password
o New User-ID 4. Enter new password again
| I

= anew User |0 unless the
Folder Task a ‘D
Corfim Password: Password successfully changed for the Key Store. L

T

‘Secure Wipe & Delete
Eey Store

Key ID Key ID (Hex)  User D Key Sze Type  Created On Valid Unti Trust
-B6465239197590296 . AICICDB5  Tetlser <TetUser@test com> RSA 3072 pub/piv  4/17/20256:45:29PM  5/17/20256:45:29PM  Unknown
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File Task

NEXTGEN WIDGET

Softwore that works

File Encryption
This area is used to encrypt files by file type for example .txt.

File Decryption
This area is used to decrypt files by file.

Sign & Encrypt File
Protect your encrypted data integrity by signing with your private key.

Decrypt & Verify File
Verify the authenticity of a message by verifying its signature.

File Encryption

Encrypting files is an easy process. Simply, right click and select the User ID of the
recipient. This enters their hex ID into the User ID field. Next you will have to select the data
file. Now, just to the right of the browse button is the file type selection. You can select a file
type so that if you have a directory with a lot of files in it you can scale them down to just
let's say text files or doc files.

Just select the down arrow and choose your type; in my example | selected (.txt). Next just
click the browse button and the only files you should see are text files. After selecting the
desired file, click the second browse button so that you can save the encrypted file with the
selected file extension; (.pgp, .asc, .gpg). If you select the .asc file extension, the encrypted
file will automatically be in ASCII armor format. All of the file selection and save encrypted
must be done vai the browse buttons.

There is a secure delete checkbox for those who wish to securely delete the original.
Warning, there is no recovery for the secure delete. If you select this, after the encryption is
completed and the file is generated, the original file will be securely deleted.

When the encryption is all done the program inserts the original file extension into the
encrypted file name so that you will know what file type the file is for decryption and viewing.

The Compatible check box makes the key compatible with earlier version of OpenPGP 2.x.
However, for the most part it's not used anymore.
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B} NextGen Widget Encrypt - (NGWE) v1.0.0.0 - O x

[ opimseing | o] =N

File Encryption

User|D:  |[9D1ADDB31629E02 |

[ Clear
Data File: ~ [C:\Users NI Documents\INPUT txt | Browse .. [N = Fie Type
[ Clear
Encrypted File: |C\Users\-\Dowmems\\NPUT56_bd asc ‘ Browse .
[ Clear

NO RECOVERY IF CHECKED

S——

[ Check to Enable Secure Delete

# Key ID Key ID (Hex)  User ID Key Sze Type  Created On Vald Uil Trust
1 43628492241666941..  CI74DBBE.. N Private Key <NoPrivateKey@NoPrivateKe... EC 512 pub 10/25/2017 95512 AM  10/25/2021 5:59:12AM  Unknown
2 12717557876561381  EESSDODY.  joe willams doe <noowlZ22@protonmai com>  RSA 2048 pub 9/14/20176:05:35 P 12/31/5999 115959 PM  Unknown
Secure Wipe & Delete K] 707536831669283330  9D1ADOBS... John Doe <John Doe@irtemet com> RSA 2048 pub/priv 322018101149 AM 44172018 101149 AM  Ukimate

File Decryption

File decryption is relatively simple. The private key needs to be located in the Key Store
and you only need to enter in the private key password, the encrypted file and your output
file directory. Start by entering the private key password, then click the browse button and
locate the encrypted file; you have three choices for the file extension (.pgp, .asc and .gpg).
Save the file in whatever location you want to and don't forget to set the file extension.

Once you click the decrypt button, the file is decrypted and a message displayed.

B NextGen Widget Encrypt - (NGWE) v1.0.0.0 — X

[ onsn s | oo | |

File Decryption

Private Key Password: | -------- |
[ Clear [ Show Password
Encrypted Fle: [C:\Users NI Documents INPUTS_tetpgp |
[ Clear
Decrypt
Unencrypted Output Fie: [C:\Users NI\ Documents\INPUITSS_decyptedtt |
[ Clear
X

o File decrypted..

#  KeylD Key ID (Hex)  User ID Key Sze Type  CreatedOn Valid Ut Trust
1 -436284922416665941... C3740BBE.. No Private el EC 512 pub 10/25/2017 95912 AM  10/25/2021 95912 AM  Unknown
) 2 -12717557876561381... EESSDODS.. joe wiliams do RSA 2048 pub 9/14/20176:05:35PM  12/31/9999 11.59.59 PM  Unknown
Secure Wipe & Delete  [F] 707536881669283330  SDTADOBS... John Doe <Jol IRsA 2048 pubdpiv  H2201B10.1149AM 4712018 101149 AM  Ulkimate
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Sign & Encrypt File

B} NextGen ‘Widget Encrypt - (NGWE) v1.0.0.0 — x
Business | -\

Sign and Encrypt Files

Sign and Encrypt

inout Data: | | | Losd..

Private Key ID: | |
prvate ey Passmord: [ | [ Show Passwers

Recipients Public Key: | |

Output File: | | Save

[ Integrity Check  [] ASCII Amor Compatibilty | Sign and Encrypt

# Key ID Key D (Hex)  User ID ey Size  Type Created On Valid Uril Trust
1 -50519821622661572...  B260EEZE.. exampleKey <exampleKey@exampleKey com>  RSA 3072 pub/priv  4/29/2018 3:09.57 PM 5/29/2018 3:08:57 PM Utimate:
2 6623758939800177406 5BEC51AS..  recipient <recipient @recipient com> EC 512 pub/priv  4/29/2018 3:13:35 FM 5/29/2018 3:13:35 PM Utimate:

There may be times where you need to sign a file to prove that it cames from you. Simply
click the load button and select the file you wish to sign. Then right-click on your private key
and choose "Select User-ID" from the pop-up menu.

A window pops up that has two functions. First when it pops up it will copy the User ID into
the Private Key ID field once you select yes. If you select no, then it will copy the User ID
into the recipients public key field. Sense we want the private key we will select Yes and
then enter the private key password. Next we will do the exact same process; right-click on
the recipient key and select No.

Once we've completed that process we only need to choose the output file location by
clicking the save button and give the file a name. Then click "Sign and Encrypt". The file will
be encrypted and signed and the location specified. However, the file name will change
adding the file extension so that you know what file type has been encrypted and so will
your recipient.
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B NextGen Widget Encrypt - (NGWE) v1.0.0.0 -

[ onsen s | s | |

Sign and Encrypt

Sign and Encrypt Files

Input Data: | D-\FileSigningTest tt | [ Load.

Private Key ID: | |
PvseeyPasmord: [ ][] Show Pacewar

Recipient's Public Key: | |

Output File: | | [ save.
[ IntegreeCianl 1 4GOI Ammae [ 1

Confirmation x

Would like to select the Signing User-ID? If no, then the Recipient Key

# Key 1D Key ID (Hex) User ID will be selected and cancel to quit. Valid Uil Trust

1 -50519821622661572... B260EG2E.. exampleKey <exal PM 5/29/2018 3:09:57 PM Utimate

2 6623758939800177406 5BEC51A9... recipient <recipien PM 5/29/2018 3:13:39 PM Utimate
Secure Wipe & Delete [ ws %J C me | cancel

B} NextGen ‘Widget Encrypt - (NGWE) v1.0.0.0 — [m]

| opeons seangs_J| seoron ] SN

Sign and Encrypt

Sign and Encrypt Files

nput Data: | D \FieSigning Test bt | | Load..

Pivate Key ID:  [3260EE2EDOFA0F1A |
Pivale Key Pesaword 1 Show Passard

Recipient's Public Key: | SBECS1AS5CBAAFE |

Output File:  [D:\FileSile TestOutput_tet pap | | save
] Integrity Check  [] ASCII Amor 7] Compatibilty

Key ID Key ID (Hex) User ID Key Size  Type Created On Valid Until Trust
-50519821622661572. . 8260E62E pleKey ycom>  RSA 3072 pubspriv 4/29/2018 3:09:57 FM 5/29/2018 3:08:57 PM Ultimate:
6623758535800177406 SBEC51A9.  recipient <recipient @recipient.com> EC 512 pub/priv 4/28/2018 3:13:35 PM 5/29/2018 3:13:39 PM Ultimate:

‘Secure Wipe & Delete

Decrypt & Verify File

Decrypt and verify a file is a very simple process. Just simply load the encrypted file, enter
the private key password and the output file. You don't need to select the private key User
ID for the file. The private key for the file must be in the Key Store and will be automatically
detected and selected.
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Click "Decrypt/Verify" button and if the file is authenticated you will see the "Signature OK"
verification message and the file will be decrypted.

Decrypt and Verify Files

Decrypt and Verify File

Input Encrypted File: |D:\H\e5\\eTestOutpuLm.pgp ‘ Load

Fivale Key Pessiord 03 Show Passverd

Output File: | D:\FileSigning TestOutPut txt | Save

Both the X tkey needto be in the Key Store.

o Signare OK

Folder Task

Software that works

Folder Encryption
Encrypt an entire folder including all content.

Folder Decryption
Decrypt an entire folder including all content.

Folder Encryption

To encrypt a directory just enter recipients public User-ID and then select the directory to
encrypt. Next, select the save file location and name it. In this example I'm using "John Doe"
because he also has a private key which | will need to decrypt the directory. This technique
can also be used if you have directories on your system that you wish to keep private.

If we select the ASCII armor checkbox, the main directory and its subdirectories will all be
encrypted as an ASCII text. Once you hit the "Encrypt" button, this may take a little bit of
time depending on the size of the directory so you will need to be patient. During this
process you will see the wait cursor although you will still be able to do other functions
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within the software. Once the encryption is completed, you'll receive a message.

When the file has been encrypted, the file name will change and the fingerprint of the
recipients public key is inserted.

If you click the securely delete directory checkbox, you will have one opportunity to cancel
the operation. After which, the original folder will be securely deleted and unrecoverable.
There is no back door so please be careful with this.

NOTE: Although "NextGen Widget Encrypt" software is able to encrypt large folders in
ASCII armor text. Not all text editors will be able to open up large text files so our
recommendation is not to use ASCII armor for large directories and leave the output file as
binary which is the program's default setting.

o]
[ e | .
|
Encrypt Directory
Recipient Public Key User-ID
SD1ADOBI1629E02 ‘
Diectary
[DA0_Test |
|
| Save the pgp file
| |D:'-D7Tesl Outputi0_Test_Encrypted pgp ‘
TN
Directory
This operation may take some time depending on the size of the ‘
directory. Would you like to continue? |
-
H® Key ID Key ID (Hex)  User ID Key Size  Type Created On Valid Until Trust
1 -43620492241666941... C3740BBE.. No Private Key <NoPrivateKey@MoPrivateKe... EC 512 pub 10/25/2017 9:59:12 AM  10/25/2021 3:59:12AM  Unknown
2 -12717557876561381... EE5SDODS... joe wiliams doe <xnoowl222@protonmai.com> RSA 2048 pub 9/14/2017 6:05:35 PM 12/31/9999 11:59:59 PM  Unknown
3 707536881669283330  9D1ADOBS... John Doe <John.Doe@intemet.com: RSA 2048 pub/priv /272018 10:11:49AM  4/1/2018 10:11:49 AM Ultimate




B} NetGen Widget Encrypt - (NGWE) v1.0.0.0

NextGen-Widget-Encrypt-Help

‘Options Settings ‘Support |

Encrypt Directory
Recipient Public Key User-D
9D 1ADOBI1629E02 |
Diectory
[D\0_Test |
Savethe pgpfile
| D:\0_Test Outout\0_Test_Encrypted pgp |
Options
] ASCIl Amor ] Secury Delete Directory
Secure Wipe & Delete
S Key ID Key ID (Hex)  User ID Key Size Type Created On WValid Until Trust
1 -43620492241666941...  C3740BBE.. No Private Key <NoPrivateKey@NoPrivateKe... EC 512 pub 10/25/2017 9:5912 AW 10/25/2021 9:59:12AM  Unknown
2 -12717557876561381 EERSDODY. .  joe wiliams doe <xnoowl|222@protonmai com>  RSA 2043 pub 9/14/2017 6:05:35 PM 12/31/9999 11:59:55 PM  Unknown
3 707536881669283330  SD1ADOBS... John Doe <John.Doe@intemet com:> RSA 2048 pub/priv  3/2/201810:11:45 AM 4/1/2018 10:11:43 AM Uttimate
B NextGen ‘Widget Encrypt - (NGWE) v1.0.0.0 — >

Options Settings ‘Support |

Secure Wipe & Delete

o Encryption file created successfully.

Encrypt Directary
Recipient Public Key User-I0

901AD0B91629E02 |
Diectory
[DA0_Test |
Save the pgp file
[D:\D_Test Output'0_Test_Encrypted_OCFBACCFF4DC231A03087A85090 1ADDBY1|

Options
Encrypted File Completed X [ ASCIl Amor [ Securly Delete Directory

File Name Changed

# Key 1D
1 4362849224 1666941...
2 -12717557876561381...
3 707536881669283330

Key D (Hex)  User ID
C3740BBE. No Private Key <NoPrivatekey@MoPrivateke..
EES9D0DS... joe wiliams doe <xnoowl 222@protonmai.com>
9D1ADOBY... John Doe <John.Doe@intemet com:>

RSA
RSA

Size
512

Type Created On
pub 10/25/2017 9:59:12 AM
pub 9/14/2017 £:05:35 PM

pub/priv. 3/2/2018 10:11:49 AM

Valid Urtil

10/25/2021 9:59:12 AM
12/31/9999 11:59:59 FM
4/1/2018 10:11:49 AM

Trust
Unknown
Unknown
Utimate

Folder Decryption

Decrypting a directory involves having the private key located in the key store. Right click

and enter the user ID the decrypt user ID field and then enter the private key password.

Locate the encrypted file that represents the directory that you wish to decrypt. Next, save
the decrypted directory to a directory or to a drive root.
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Once you click the "Decrypt" button you will receive a message letting you know that it may
take some time depending on the size of the file to be decrypted and directory created.
Next, if you have clicked the checkbox "Securely Delete File", after the directory is
decrypted. You will receive an opportunity to decline the "Securely Delete File", once you
say Yes at this point, there is no turning back and there is no recovery for the deleted
original encrypted file.

B} NextGen Widget Encrypt - (NGWE) v1.0.0.0 — *
9 TP
3
Business | “

Decrypt Directory
Decrypt User-ID Decrypt Private Key Password
[sD1AD0BS 1625502 | [sesvanes
Show Password
Load file o
‘D \0_Test Qutput\5_OCFBACCFFADC231A03087A850901AD0BS1629E02 pgp |
Save Directory
[D\0_Test Output |
Options
Securly Delete file
# Key ID Key D (Hex)  User ID ey Size  Type Created On Valid Uril Trust
1 -43628452241666941..  C3740BBE.. No Private Key <NoPrivateKey@MoPrivateKe... EC 512 pub 10/25/2017 9:5%:12 AM  10/25/2021 %5512 AM  Unknown
2 -12717557876561381...  EEBSDODY...  joe wiliams doe <noowl222@protonmai com>  RSA 2048 pub 9/14/2017 6:05:35 PM 12/31/9995 11:59:59 PM  Unknown
3 707536881669283330  SD1ADOBS... John Doe <John Doe@intemet.com: RSA 2048 pub/priv  3/2/201810:11:45AM  441/2018 10:11:45AM Ultimate:

Text Task

Software that works

Text Encryption
Text Decryption

Sign & Encrypt Text
The OpenPGP clear text signed format is designed for text data and contains the data intact plus the
signature.

Decrypt & Verify Text
When we receive OpenPGP one pass signed and encrypted message we can simply decrypt it or both
decrypt the data and verify the authenticity of the sender in a single step.

Clear Text Signin
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The OpenPGP clear text signed format is designed for text data and contains the data intact plus the
signature. In this format the digital signature is appended after the clear text original message; this way the
recipient can still read it without using special software.

Clear Text Verify
Text Encryption

The text encryption area is a nice easy area to write a message and instantly encrypted.
These messages are great for emails or anywhere that you need to send by text
messages. In the message area just simply type your message, right click and select the
recipients User ID. If you want, you can also add a comment line to the ASCII armor text
that's generated.

Some of the old versions of OpenPGP are not really compatible with the newer versions.
However, if you have someone that's using an older version then OpenPGP v2.x, then you
should click the compatibility checkbox. Once your message is complete just simply click
the "Encrypt" button and your encrypted message instantly appears in the right hand
OpenPGP block.

You also have the ability to copy that OpenPGP block to the clipboard so that you can send
it in an email or add to a note, etc.

Message Area

This is the message area and this message will be emailed to Bob —BEGIN PGP MESSAGE—
Wersion: NextGen Widget Software (NGWE) v1.0.0.0
Comment: This for Bob

hQEMA4SC)+IgsHIPAGH /e N+QwCCv3+5it SaB0NShmy

+CZFNAbexh] TbxWyciBOWs

MBzgjkpxG8NIdaSbkCyod 11VMkhmDrt BFhzxvylgk ZYnViOvlapi PLDACiAgiv47n
RJEZYCLnRp 1L YmmnhjeavGSpndnO/Klbt Ln8WpxpgLb THo54366SRIVLA
MRsW

Agw./ 0 TMMKkKhoVo 55k 3ul 8GVMzLiRB30Y
+Hr52eqnVV05iFOMbwS/xy07C

3= NISOHFNGATw TNV4x8g2Muw Bztp Htc EBkaKiGpm5iXy BEATFQ4NQuGhJ

iﬁiﬁszZMuW\ 3B2MdjDPHExjIBukiZneee ACTLeIUS4ALLEYNANzm5 1hO6
zBEnIo?HSgu/\a 80WvmuZbbhFGxgy S3Cx AXpRCdodMAWVUOFo8x5TOHervh 1
’1!5] 7RSvOtASKIZ 1doht SpLENTTUM

_—END PGP MESSAGE—

Plan Text Encrypted Text
Text Encryption Controls
Recipients Key User-ID: |9D1ADDBI1629E02 Comments | This for Bobr
[] PGP v2x Compatibility

H® Key ID Key ID (Hex)  User ID Key Size  Type Created On Valid Until Trust

1 -43620492241666941... C3740BBE.. No Private Key <NoPrivateKey@MoPrivateKe... EC 512 pub 10/25/2017 9:59:12 AM  10/25/2021 3:59:12AM  Unknown
2 -12717557876561381...  EES9D0DY...  joe wiliams doe <xnoowl222@protonmaicom>  RSA 2048 pub 9/14/2017 6:05:35 PM 12/31/9999 11:59:59 PM  Unknown
3 707536881669283330  9D1ADOBS... John Doe <John.Doe@intemet.com: RSA 2048 pub/priv /272018 10:11:49AM  4/1/2018 10:11:49 AM Ultimate
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Message Area
This is the message area and this message will be emailed to Bob —BEGIN PGP MESSAGE—
NENTGEN WIDGET Version: NextGen Widget Software (NGWE} v1.0.0.0
SOFTWRRE Comment: This for Bab
[R———
hQEMA4SCJ+JgsHIPAQT /cN+QwC Qv 3+5it So80NShmy
+CFNAbexhd TbxWyciBOWs
MBzsjlepxGENIda5bkCyod 11VMkhmDrt BFhzevylgk ZYn VOvlapi PLDACiAgiv4 7n
RJEZYCLnRp1LAmmnhjeavGSpndnO/Klbt Ln8Wpxpqlb TEo 543665 RIVLA
MRsW
Agw /A 0C TMMk KhoWa 55k 3ul8GYMzLiRE2:0Y
+ir52eqnV0SIFOMbwS ey 07C
30xNIsOHFNGA Ty TNV4x8g2MuwBztp Htc ESk aKiGpmSiXv BSA&TFQ4NGYGh.)
oKASz
wrvshlFmz24wuWI3B2MdjDP HExjIBukiZneee ACTLlUS4ALLEYNhNzm5 ThO6
2kj
vmu2bbhFGxgvS3CxAXpRCdo4M WV UKo Bx5T0Hervh 1
TEXT ON CLIPBOARD =
E1dohtSpLENTTUM
ESSAGE—
o The OpenPGP Block has been copied to the clipboard.
Text Encryption Controls
Recipients Key UserFDT T90TADUBI TEZIED: T Comments |Th\s for Bob
[ PGP v2x Compatibility

H Key ID Key |0 (Hex)  User ID Key Size  Type Created On Valid Urtil Trust

1 -43628452241666947... C3740BBE.. No Private Key <NoPrivateKey@MoPrivateKe... EC 512 pub 10/25/2017 9:55:12 AM  10/25/2021 $:55:12AM  Unknown

2 -12717557876561381... EESSDODS... joe wiliams doe <xnoowl 222 @protonmai com:» RSA 2048 pub 9/14/2017 6.05:35 FM 12/31/9995 11:59.59 PM  Unknown

3 707536881669283330  SD1ADOBS... John Doe <John.Doe@intemet.com> RSA 2048 pub/priv /22018101145 AM  441/2018 10:11:49 AM Ultimate

Version: NextGen Widget Software (NGWE) vl1.0.0.0
Comment: This for Bob

hQEMA45CJ+JIgsHIPRQE/ cN+Owl0v3+5IttSo80NYhmv+CFNAbexhTlbxWyc]BOWs
MEz=]kpxGENIdaSbhbkCyoJlIVMEkhmDrtEFhzxvylgk2¥nVovlap ] PLDACiRgiv4eTn
RJEZYCLnRplL/VmmnhjeavGSpndnG/KIbtInEWpxpglbTe]o54366SR11VLAMESW
Dgw/ V0xOIMMEkFEhoVo58TkI3uIfGVM=L1iRE3x0Y+i1r52eqnV 0815 £O0MbwS/xy 070
30xN9s0HFnGALvINV4x8g2MuwBztpHtcESkaRGpmSiXvESA4t fFQ4NOvGhJoRAS
wrvshl Fmz24wuWl3B2Md ] DPHEx ] IBukl fneeeAlTLolUS4AT LS YNhNzmS 1ho6zk]
Bknlo79%18gu/vB0WvmulbbhFexgv S 3CxAXpROAo4M/ WV foBx5T0Hervh1ACPLX
1v] TRSv0tASKIZ1doht SpLENTTUM

=JREVT

————— END PGP MESSRAGE—————

Text Decryption

Decrypting a message is very simple. Just add the encrypted message to the encrypted
text block, enter the password for the private key associated with the encrypted message.
The private key needs to be located in the Key Store. click "Decrypt" and you're done.
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N

Message Area

This is the message area and this message will be emailed to Bob —BEGIN PGP MESSAGE—
Version: NextGen Widget Software (NGWE} v1.0.0.0
Comment: This for Bob

hQEMA4SCJ+JgsHIPAQT /cN+QwC Qv 3+5it So80NShmy

+ZFNAbexh] 1bxWyciBOWs

MBzsjlepxGENIda5bkCyod 11VMkhmDrt BFhzevylgk ZYn VOvlapi PLDACiAgiv4 7n
RJEZYCLnRp1LAmmnhjeavGSpndnO/Klbt Ln8Wpxpqlb TEo 543665 RIVLA
MRsW

Agw /A 0C TMMk KhoWa 55k 3ul8GYMzLiRE2:0Y
+ir52eqnV0SIFOMbwS ey 07C

0N IsOHFNGA T TNVAx Bg ZMuw Bztp Htc ESkaKGpm 5iXv BSASFFO4NQYGb.

oKASz

wrvshlFmz24wuWI3B2MdjDP HExjIBukiZneee ACTLlUS4ALLEYNhNzm5 ThO6
zkj

Bkrlo 7#Sgu/v 80WvmuZbbhFGxgy 5 3CxAXpRCdo4MAWYUOfoBx5 T0Hervh 1
AC

Tvj7RSvItASKJZ 1dohtSpLENTTUM

—END PGP MESSAGE—

Plan Text Encrypted Text

Text Encryption Controls

H Key ID Key |0 (Hex)  User ID Key Size Type Created On Valid Urtil Trust

1 -43628452241666947... C3740BBE.. No Private Key <NoPrivateKey@MoPrivateKe... EC 512 pub 10/25/2017 9:55:12 AM  10/25/2021 $:55:12AM  Unknown
2 -12717557876561387...  EESSDODS... joe wiliams doe <xnoowl222@protonmaicom>  RSA 2048 pub 9/14/2017 6:05:35 PM 12/31/9999 11:55:59 PM  Unknown
3 707536881669283330  SD1ADOBS... John Doe <John.Doe@intemet.com:> RSA 2048 pub/priv 3272018 10:11:45AM  4/1/2018 10:11:49 AM Ultimate

Sign & Encrypt Text

Many times you may need to prove to the sender that you are who you say you are. This is
done by signing the key and it is verified on the other end with your public key. In this case
we will create a message, the User ID that will sign the message, enter the private key
password and select the recipients public key.

For this example | have generated another key called "Signing Key" so that | have another
public and private key located in the Key Store. The "Signing Key" is going to be the
creator of the email or message and the recipient is going to be "John Doe". First I'm
going to select the User ID "Signing Key" and a confirmation window pops up asking you if
you would like to select the signing User ID. The reason for this is because the same pop
up is used to answer the recipients User ID as well.

Some of the old versions of OpenPGP are not really compatible with the newer versions.
However, if you have someone that's using an older version of OpenPGP v2.x. Just clect
"PGP v2x Compatiblity".
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5
N
Message Area
NEXTGEN WIDG & This message is going to Bob and is signed.
| Co o x
|
Would like to select the Signing User-1D7 If no, then the Recipient Key
| will be selected and cancel to quit.
Text Encryption Cortrols tes te Caneel
Signing User-I00 ‘ | Comments |
Private Key Password: ‘ | [ Show PGP v2.x Compatibilty
Recipient Key ‘ |
H Key ID Key |0 (Hex)  User ID Key Size  Type Created On Valid Urtil Trust
1 -43628452241666947... C3740BBE.. No Private Key <NoPrivateKey@MoPrivateKe... EC 512 pub 10/25/2017 9:55:12 AM  10/25/2021 $:55:12AM  Unknown
2 -62093041425704676...  ASD41ECT... Signing Key <SigningKey@SigningKey.com> EC 512 pub/priv  3/4/2018 4:07:25 PM 4/3/2018 4:07:25 PM Ultimate
3 -12717557876561381... EESSDODS... joe wiliams doe <xnoowl 222 @protonmai com:» RSA 2048 pub 9/14/2017 6.05:35 FM 12/31/9995 11:59.59 PM  Unknown
4 707536881669283330  SD1ADOBS... John Doe <John.Doe@intemet.com> RSA 2048 pub/priv /22018101149 AM  441/2018 101145 AM . Ultimate
. f . . . f .
Since I'm looking to enter the signing User ID I'm going to select yes and then enter the
1 H 1 n n
password. Next, | repeat the same process but this time selecting "No" and the program
.. . . . f
adds the User ID to the recipient field. Now the only thing left to do if | don't want to add a
H H nQ: n
comment is click the "Sign & Encrypt" button.
B} NextGen Widget Encrypt - (NGWE) v1.0.0.0 - X
3
N
Message Area
This message is going to Bob and is signed. —BEGIN PGP MESSAGE— ~
Wersion: NextGen Widget Software (NGWE) v1.0.0.0
hQEMAASC)+JgsHIPAGE /Y10 SCn B X1Gv4ILO
+DQANmICmt 3ZbwOFycWT 1pk NIG
TEPj44RxQa5MWE3N/Bx I TEGe MKz PMGaCMRmBz3570j0 DLAPABW Bqy
b3AbML
DatHIP Sned To/LeCwWib 1KxHP NZipvulk ZHW /1 ToZgx8aJ ZwHP Z4IUNGaf
W
?ll?/xLQ3UMPRmRObwRjGNszYsoGCFeODanLbCiquSBnan/
+xnQqGBI0KzigyE
KPeebhuaVaEm8c2M DOk SD6Afzul 724 Litt Cjzwmi Sqa 7h 1YEO PV Txbif0) SeGz F
B
OCj|13xPzC+HISBSw8c ZC 20D AwK Trg XNDKP 9/ Lh/cMnAT
+ARTpxBncPNTBRC26LH
AoESelzsk TISgIUQrIg4WWykza2gF/ ToXziHotgGed hsuQBo
+bqZ06AJPQD RO
pUQwvL23MwCjX6d406Rp/OGEHT TBvle 1thgxsbG\Wg0Asue / Yoc THj
+bMajBAQOE
cWRatgPEcBHC7q/C3G/im2TUSS YCe 77q6ZBIKHnikkdIKJSqZI UOEDAS T
IhCNF
:;iKHIckBH!jdcubyHWvF\ﬂkach o
Plan Text Encrypted Text
Text Encryption Controls
Signing User-I00 ‘A‘}D-ﬂ EC7D7BSCEDD | Comments |
Private Key Password: |svsesess | O3 show [ PGP v2.x Compatibiity
Recipient Key: [SD1AD0BS1629E02 |
H Key ID Key |0 (Hex)  User ID Key Size  Type Created On Valid Urtil Trust
1 -43628452241666941... C3740BBE.. No Private Key <NoPrivateKey@MoPrivateKe... EC 512 pub 10/25/2017 9:55:12 AM  10/25/2021 $:55:12AM  Unknown
2 -62093041425704676... ASD41ECT... Signing Key <SigningKey@SigningKey.com> EC 512 pubspriv  3/4/2018 4:07:25 PM 4/3/2018 4:07:25 PM Ultimate
3 -12717557876561381... EESSDODS... joe wiliams doe <xnoowl 222 @protonmai.com:» RSA 2048 pub 9/14/2017 6.05:35 PM 12/31/9999 11:59.59 PM  Unknown
4 707536881669283330  SD1ADOBY... John Doe <John.Dos@intemet.com> RSA 2048 pub/prv /22018 10:11:49AM  441/2018 10:11:49AM Ultimate

Decrypt & Verify Text

To decrypt a signed message the private key needs to be located in the Key Store. You
only need to add the encrypted text to the OpenPGP block, and the private key password
and click "Decrypt & Verify".
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If verification is successful you will receive the message "Signature is OK" as the message
is generated in the message area block.

5
i N
Message Area
This message is going to Bob and is signed. bIbML ~
\NEXTIGEN WIDGET DdtHIP Sned To/LeCw\Wib TKxHP NZipvule ZHW /1 ToZgx6aJ ZvHP Z4IUNGaf
FIWRRE oWifs
M7/xLg3UMPRmRObw RjGN8zb YsoBCFeO OmFn LbCigk05BnGne/
- +nQqGBl0KziqyE
KPeebhuaVaEm8c2MD 0k SD6Afzul 724 Lt Cjzwmt 5qa 7h1 YEOPVTxbif0j SelGzF
1
OCj|3xPzC+HISBSBcZC 20D AwK g XNDKP 3/ Lh/cMnAT
+ARTpx8ncPNTBRC26LH
AoESelzs %k TISg3UArI84W Wykza2qF/ ToXziHotgGed hsuQBo
+bgZ06AJPQD RO
pUGQwvL23MwCjX6d406Rp/OGEHTTBvle 1thqrsbGWa02sue/foc THj
+bMajBADOE
cWRatgPEcBHC7g/C3G/im2TUSS YCe 77q6ZBIKHnkkdlKJSqZIUOEDAS T
+ulhCNF
gqSKHIck 8HfjdeubyH TywFukk ZeOp
% +XtVgp TXUG 7LQrgehh UL4W A /leid/ 1Gww UZ
1 W3h51LEml+Lv KDMJKECyMmJtVnKTcg4mBtRfIU+dgOS4IMICY
| +2vBnhDF7Sq3rgx
+2qgSGecVQ0oGYOBKGwWa=
=XKvd
| Signature is OK —FND PGP MESSAGE— ©
Plar Encrypted Text
Text Encryption Controls 0K
Private Key Password: [eesssses | [ Show
H Key ID Key |0 (Hex)  User ID Key Size  Type Created On Valid Urtil Trust
1 -43628452241666947... C3740BBE.. No Private Key <NoPrivateKey@MoPrivateKe... EC 512 pub 10/25/2017 9:55:12 AM  10/25/2021 $:55:12AM  Unknown
2 -62093041425704676... ASD41ECT... Signing Key <SigningKey@SigningKey.com> EC 512 pubspriv  3/4/2018 4:07:25 PM 4/3/2018 4:07:25 PM Ultimate
3 -12717557876561381... EESSDODS... joe wiliams doe <xnoowl 222 @protonmai com:» RSA 2048 pub 9/14/2017 6.05:35 FM 12/31/9995 11:59.59 PM  Unknown
4 707536881669283330  SD1ADOBS... John Doe <John.Doe@intemet.com> RSA 2048 pub/priv /22018101145 AM  441/2018 10:11:49 AM Ultimate

Clear Text Signing

Clear text signing is just a way to verify that your text has not been tampered with. The
message is in plain text for anyone to read. With the signing message, you can choose the
hashing algorithm you would like in the drop down box located to the right of the encrypted
text field.

- x
N
Message Area
NEXTIGEN WIDGET This is a clear text message signed by my H—Bhng hGE(SIGNED MESSAGE oy -
- e lash: SHA256
private key so that it can be verified that the HASH
S bee i This is a clear text message signed by my private key so that it can be SHAZ56 ~
message has not n tampered with. wverffied that the message has not been tampered with
—BEGIN PGP SIGNATURE—
Version: NextGen Widget Software (NGWE) w1000
iQE
+BAEBCAA0BQAJanGQxIRxKbZhul ERvZS ABSmSobiBEL 2VAa W5H0ZX]
uZXQuY2%
PgAKCRAJDa0Lk WKeAnFMB/SavnzOz4yzhghEACZGpwpk MzjJhB7M
ZBI4Xihxv 3L
3DmPmvyfe fnCGXuPY Augpuvp DibzF 25k
+h7t02xg 3Nkt Ow\WNvgANDSpW 7K/ 0Dt
d4RvFwTBLDawBKiGHe AidRsyt Aqeby FANFLT+50w/uA72nACzFy,/8h1
1 F/75LarDQ
| LVbpOeAGRR4d51po TKpty 2av Ahif DRh ZktbzsoHdje
+REpGufDAZoEDILANPBKA
olhsRYg84JaFcath 50t TmhsjbnveG 1 FLbcQP Qe 0l Frf AGylgn Tevpu 7TBA
XauiHRr
| GM4iSEMeMdjscx TMmefqRp U85Vaow SXWr/IGZ2TweXv! v
Plan Text Encrypted Text
Text Encryption Controls
Signing Key User{D: [8D1ADOB31629E02 | Comments |
Sh
Prvate Key Password |.""". | 0 show [ PGP v2x Compatibility
# Key ID Key D (Hex)  User ID Key Size  Type Created On Valid Urti Trust
1 -43628492241666941... C3740BBE.. No Private Key <NoPrivateKey@MoPrivateKe... EC 512 pub 10/25/2017 9:59:12 AM  10/25/2021 3:59:12AM  Unknown
2 -62093041425704676..  ASD41ECT... Signing Key <SigningKey@SigningKey com> EC 512 pub/priv  3/4/2018 4:07:25 PM 4/3/2018 4:07:25 PM Utimate:
3 -12717557876561381 EE5SDODS... joe wiliams doe <noowl222@protonmai com>  RSA 2048 pub 5/14/2017 6:05:35 PM 12/31/999% 11:59:59 PM  Unknown
4 707536881669283330  SD1ADOBS... John Doe <lohn Doe@intemet com> RSA 2048 pub/priv  3/2/201810:11:489AM  4/1/2018 10:11:45 AM Utimate:
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Clear Text Verify

Clear text verification you only need to enter the signature and message as it is generated.
Click the clear signing verification button and that's it as long as the public key is in the Key
Store.

| B NextGen Widget Encrypt - (NGWE) v1.0.0.0 — X
5
Business N
Message Area
~
This is a clear text (E=ElS Slgﬂ(}d by LUy p[N’EItE kEy This is a clear text message signed by my private key so that it can be verified
so that it can be verified that the message has not that the message has not been tampered with.
—BEGIN PGP SIGNATURE—
peenliampesedall Version: NextGen Widget Scftwars (NGWE}v1.0.00

IQE
+BAEBCAA0BQJanGQxIRxKb Zhul ERvZSABSm Gobi5EL2VAZWS0ZXJuZX0u

Y2%

PgAKCRAJDa0LkWKeAnFMB /SavnzOz4yzhghEAcZGpwpk MzjJhB7NZBI4Xih
xXvSU

ADmPmvyfelfnQXuPY Augpuvp Di62F 2.5

+h A0 zxg 3Nkt 0w W hwg AnD Sp\W 7K 0DJ

d4RvFw TELDqwEKGHe JidRsyt AgebyFINFL1+50w UATZnACzFy/Bh 1F/75Lq

_ [e)
600D SIGNATURE % LvbpOeAGRR4d51paTKpty 2av AhfDRhZktbzsoHdie
e A +REpEUfDAZoEDILU3NPEKA
olhsRYg84JaFcztb 50t TmhsjbnveG1FLbeQPQe0IFfAGylgn Tovpu 7BAXauiHR
-
o GM4iS8MeMdjscx TMmefg Rp UBSVgow SXWr/ G Z2 TwEXvl
Signature is valid, =[8Uw
—END PGP SIGNATURE— v
Plj Encrypted Text
OK
Text Encryption Controls
H Key ID Key |0 (Hex)  User ID ey Size  Type Created On Valid Urtil Trust
1 -43628492241666941... C3740BBE.. No Private Key <NoPrivateKey@MoFrivateke... EC 512 pub 10/25/2017 9:55:12 AM  10/25/2021 3:55:12AM  Unknown
2 -620930471425704676... ADAECT... Signing Key <SigningKey@SigningKey.com: EC 512 pub/priv 37472018 40725 PM 4/3/2018 4:.07:25 PM Ultimate:
3 -12717557876561387...  EESSDODS... joe wiliams doe <xnoowl222@protonmaicom>  RSA 2048 pub 9/14/2017 6:05:35 PM 12/31/9999 11:55:59 PM  Unknown
4 707536881669283330  SD1ADOBS... John Doe <John.Doe@intemet.com: RSA 2048 pub/priv 3272018 10:11:45AM  4/1/2018 10:11:49 AM Utimate

Secure Wipe & Delete

Softwaore that works

Secure Files

Secure Folders
Secure Files

This secure wipe and delete area for file deletion works in two different ways. First, you can
work with one file at a time using the single file secure delete or the multiple files. The
multiple files area is a drop and drag area that you use your Windows Explorer to drag files
to the view area.

Working with a single file, click the browse button and locate the file you wish to securely
wipe and delete. Then click the wipe/delete button and you will get a notification letting you
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know that this is a permanent deletion and there is no recovery. Once you select yes the file
Is wiped and securely deleted.

. MNextGen Widget Encrypt - (NGWE) v1.0.0.0 — =
Business Options Settings ‘Support | |
() Muttiple Files
Location File Size
Count: 0
Multiple Wipe/Delete
Single File Secure Delete
D:\_Test Output'\3_0CFBACCFF4DCZ231A03087A850501AD0BS1629E02. Browse
Folder Task CAC = Sl |
‘Secure Wipe & Delete
. NextGen Widget Encrypt - (NGWE) v1.0.0.0 — x

p— ] |

Drop-N-Drag Muttiple: Files

@ Sngle fle ) Mutiple: Fies
File Name Location File Size
Count: 0
Impaortant Question g
§51629E02 pgp | | Browse
Folder Task This operation will securely wipe and delete this selected file, There is

no recovery. Would you like to continue?

Secure Wipe & Delete
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| B
Y
| o Drop-N-Drag Multiple Files
|
@ Single file (O Muttiple Files
NEXTIGEN WIDGET
SOETWARE File Name Location File Size
[R———
Court: 0
| Multiple Wipe/Delete
s
‘ Sing
| ‘ Browse
| o File was securely wiped and deleted successfully, Wioe/Del
lete
‘ ipe e

Secure Folders

Securely deleting a folder is simple and easy with NextGen Widget Encrypt. There are
really only two buttons to operate this area. One, is the locate button which simply locates
the folder you wish to securely delete. The other, is the process button labeled "Secure
Delete Directory”. The view area only lets you see which files are in the root and
subdirectories.

So let's go through the process of securely deleting a folder. I've chosen the directory on my

"D:\drive" and as you will notice from the list below, the files are listed along with their file
sizes.
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Directory Name

D:A\0Secure0SignEnvrypt
D:\0Secure0SignEnvrypt
D:\0Secure0SignEnvrypt
D:\0Secure0SignEnvrypt
D:\0Secure0SignEnvrypt
D:\0Secure 0SignEnvrypt

(AR T - Y SO

<

File Location

D:\0Secure"0SignEnvrypt W 3RSAKey_td pgp
D:\0Secure’0SignEnvrypt \ASCII _txt pgp
D:\0Secure’0SignEnvrypt \Binary_txd pgp
D:\0Secure'0SignEnvrypt ' Decrypted 3RS AKey td
D:\0Secure’0SignEnvrypt \Decrypted EC_Signing 1.txt
D:\05ecure’0SignEnvrypt \DecryptedKey 1 txt

imm bt

[, TR, - SN oW

File Size
342
1.81
1.23

0 Bytes
2.36
2.86 v
ER)

>

| Controls

D:"05ecure

| I Locate I

Secure Delete Directory

From this point you only need to click the "Secure Delete Directory" button and once all the
files and directory are securely deleted, you'll receive a notification.

NEXTGEN WIDGET

'SOETWARE. Directory Name

File Location

File Size

| Controls

o Directory has been successfully securely deleted.

oK

h Locate

Secure Delete Directary

NOTE: There may become times when you will have to elevate the application Privileges to
delete some folders. For instance, if you have a external drive that previously belongs to
another computer and you connected it via a docking station. You may not have the
privileges to securely delete the folder and or content. At that point you only need to right-

click on the icon and launch the program as administrator.
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The rule of thumb here is that you have to be the owner of the directory before you can
securely delete it.

Key Store

SOFTWARE

Manage Key Store
Manage Key Store

Some of this information was already discussed under the "Front door" topic. The Key
Store is the viewing and quick management area for all of your OpenPGP keys. Not only
can you instantly see all of your keys but, you can actually do some basic management
straight from the Key Store itself with a simple right click.

B} NextGen ‘Widget Encrypt - (NGWE) v1.0.0.0

# Key ID Key D (Hex)  User ID ey Size  Type Created On Valid Uril Trust

INENTIGEN WIDGET
SOFETWARE

[E———

All of the columns should be self-explanatory with the exception of the last column (Trust).
This column is used in the web of trust however, it could be used to show just how much
trust you have for a particular key. For instance, this key is your best friends key so the trust
would be ultimate; unless your best friend a hacker. :-)

So now that we have a clean slate in our Key Store I'm going to generate a couple of keys.
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B NextGen Widget Encrypt - (NGWE) v1.0.0.0 — x

| opomsesngJ oo ] |

3 Key ID Key ID (Hex) User ID Key Size  Type Created On Valid Until Trust

1 -43450937454487950... C3ALEALT Key Store Test 2 <KeyStore Test2@KeyStore T EC 521 pub/priv  3/18/2018 7:36:51 AM 4/17/2018 7:36:51 AM Ultimate

2 -55464470152641218... B3070FD3.. Key Store Test 1 <KeyStoreTest1@HKeyStoreT... EC 521 pub/priv 3/18/2018 7:35:39AM  4/17/2018 7:35:39 AM Utimate

3 6998610770506230300 €1200F6A..  fcfgc RSA 3072 pub/priv 3187201812371 PM 4A7/201812:37:11PM Uttimate

4 7384907956540383526 €E/CTEAB.. 4 DH/DSS 3072 pub/piv  3/18/2018 1:56:07PM  4/17/2018 1:56:07 PM Ultimate

5 4858308324096757938 436C2DAE... Key Store Test 3 <KeyStoreTest3@HKeyStoreT... RSA 2048 pub/priv  3/18/2018 7.37.37 AM 12/31/9999 11:55.59 FM Ulimate

‘Secure Wipe & Delete

So, we generated a few keys and now we want one of the public keys.

B} NextGen Widget Encrypt - (NGWE) v1.0.0.0 — [m] x
— |
# Key ID (Hex)  User ID Key See Type Trust
EE b e noe o C | 521 [ pub/priv| 1AM | 4/17, AN | Ukimate |
P .. B3TOFD3.. Key Store HINELST 521 pub/orv A9AM  4/17/2013735:39AM  Utimate
3 6998510770556230300 G1200FBA.  fcfge TrustinKeyStore b | RSA 072 pub/ory 3AB0181237TTPM 4/17/2013 123711 PM Ubimate
4 73R4307956545393526 G6TCTRAB. 4 Encrypt Clipboard DH/DSS 3072 publpiv  3/18/2018 15607FM  4/17/2018156:07PM  Uimate
5 4353303324095751938 A36CIDAE.. Key Store ) RSA 2043 pub/oriv 318/201873737AM  12/31/9839 11:5958 FM  Ubimate
Decrypt Clipboard
Delete Key
Properties 3

Secure Wipe & Delete

The Key Store has a right click menu that permits access to the public key, setting trust,
encrypting text context on the clipboard, decrypting text on the clipboard, deleting keys and
checking the fingerprint. All of the keys that you generate have a trust of ultimate. If you get
a key from someone who is less trusted, you can set the trust to unknown, none, marginal,
trusted and of course ultimate.
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# Key 1D Key ID (Hex)  User D Key Size  Type Created On Valid Uril Trust
1 -43490937494487950..  CIALEALT..  Key Store Test 2 <KeyStoreTest2@KeyStoreT...  EC 521 pub/priv  3/18/2018 736:51AM  4/17/20187:36:51AM  Uttimate
2 -55464470152641218.. B30TOFD3..  Key Store Test 1 <KeyStoreTest1@KeyStoreT...  EC 521 pub/priv  3/18/2018 735:39AM  4/17/20187:35:39AM  Utimate
5398610770556230300  61200F6A...  fcfgc RSA 3072 pub/priv  3/18/2018 1237:11PM  4/17/201812:37:11PM  Utimate
7384907956545383526 | BGCTBAB... . 3/18/2018 1:56:07 PM | 4/17/2018 1:56:07 PM
5 4858308324096751938  436C2DAE... Key Store Copy Public Key RSA 2048 pub/priv  3/18/20187:37:37AM  12/31/9999 11:5959 PM  Utimate
| Set Trust in KeyStore 3 | Unknown
Encrypt Clipboard Mone
Decrypt Clipboard Margiryl
| |
Delete Key Trusted
Properties 4 Ultimate

Decrypting the text is just as easy and you only need to copy the encrypted text from "-----
BEGIN PGP MESSAGE-----" to "-----END PGP MESSAGE-----" with everything else in
between. Select the private key that this cryptic text was meant for and right click, select
"Decrypt Clipboard" and enter the private key password, then paste the unencrypted text to
an email or document. Images below.

# Key 1D Key ID (Hex)  User D Key Size  Type Created On Valid Urtil Trust
-43490937494487950 .. | C3A4EALT... | Key Store Test 2 <Ke e 1| 521 | pub/priv [ 3/18/2018 7:36:51 AM | 4/17/2018 7:36:51 AM
2 -55464470152641218...  B307OFD3.. Key Store Test 1 <Kef AL 521 pub/priv  3/18/20187:35:39AM  4/17/2018 7:35:39AM  Uttimate
3 6998610770556230300 G1200F6A..  fefge SetTrustin KeyStore  » | 3070 pub/priv 3/18/20181237:11PM  4/17/2018 123711 PM  Utiimate
4 7384307956545383526 GETCTEAS.. 4 Encrypt Clipboard 3072 pub/priv  3/18/2018 1:56:07PM  4/17/2018 1:56.07FM  Ultimate
5 4353308324096751938  436C2DAE . Key Store Test 3 cKe'| Degpypt Clipboard | 2048 pub/piv  3/18/2018 73737 AM  12/31/3995 115955 PM  Utimate
Deldtt Key
Properties 3
| B Neec . - *

# Key ID Key D (Hex)  User ID ey Size  Type Created On Valid Uril Trust

INENTGE N WIDGET 1 -43450537454487950...  C3AJEALT..  Key Store Test 2 <KeyStoreTest2@KeyStoreT...  EC 521 pub/priv  3/18/2018 7:36:51 AM  4/17/2018 7:36:51 AM Utimate:

SORTWRRE 2 -55464470152641218..  B3070FD3.. Key Store Test 1 <KeyStoreTest1@KeyStoreT...  EC 521 pub/priv  3/18/2018 7:35:39AM  4/17/2018 7:35:35 AM Utimate:

LS T 3 6998610770556230300  61200F6A...  fcfge RSA 3072 pub/priv  3/18/2018123711PM  4A17/201812:3711PM  Ultimate:

4 73B4507956545383526 667CTRAB.. 4 DH/DSS 3072 pub/priv  3/18/2018 1:56:07PM  4/17/2018 1:56:07 PM Utimate:

5 4858308324096751938  436CZDAE. Key Store Test 3 «<KeyStore Test3@KeyStoreT..  RSA 2048 pubspriv 37182018 7:37:37 AM 12/31/9999 11:59:59 PM  Uttimate:
|
|

Private Key Password
|
Enter Private Key Password Unhide

Deleting keys works pretty much the same way as the trash key area does. With the
exception, you can only delete one key at a time. You'll receive a message letting you know
that the key would be permanently deleted; no back door.
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H Key ID Key |0 (Hex)  User ID Key Size  Type Created On Valid Urtil Trust
INEXTIGEN WIDGET 1 43490937494487950  C3AJEAAT  Key Store Test 2 <KeyStore Test?@HeyStore T EC 521 pub/priv  ARZNETIEETAM  417201873651AM  Ukimate
SOFTWARE 2 -55464470152641218... B307OFD3.. Key Store Test 1 <KeyStoreTest1@HKeyStoreT...  EC 521 pub/priv  3/18/20187:35:39AM  4/17/20187:35:39AM  Ulimate
et 3 §998610770556230300 G1200FEA.. fofgc RSA 3072 pubdpiv 31872018 123711PM  4/17/2018 123711 PM Ulimate
4 7334907956545383526 GE7CTGAB. 4 DH/DSS 3072 pub/priv  3/18/2018 15607PM  4/17/201815607PM  Ulimate
5 4858308324096751938 436C2DAE.. Key Store Test 3 <KeyStoreTest3@HKeyStoreT.. RSA 2048 pubdpiv  3/18/20187.37.37AM  12/31/9999 11.59.59PM  Ulimate

This will permanently delete the selected key, Do you want to do that?

Yes Mo

If a key becomes revoked or expired, the row that key is on will become red for revoked
keys. Also, you will not be able to utilize that key for encryption. Expired keys will turn yellow
but are still usable.

When you search for a key, you will receive a message telling you that the key has been
found and the letters will turn light green and the row will be selected and blue. Searching
for a key uses the "User ID" section but your description must be exact. If there are multiple
User ID's with the same name, the program will select just one of them and will not rotate to
the others.

B} NexdtGen Widget Encrypt - (NGWE) v1.0.0.0 — x

| JHS

# Key ID Key |0 {Hex) UserID Key Size Type Created On Valid Until Trust
INENTGEN WIDGET 1 -23672022068765381...  DF260222.. QR RSA 2048 pubspriv 3/18/2018 324:37PM  4/17/2018 3:24:37 PM Utimate
sorTmEne James Stom epateneokGnaicons &
“““““““ 3 467446338067533502  €7CB3FC.. 6 RSA 3072 pub/priv 3/18/2018 2:54:42PM  4/17/2018 2:54:42 PM Ultimate
4 7384907956545383526 | 667CT6AB. /DSS 7 3/18/2018 1:56:07 PM__ | 4/17/2018 1:56:07 PM Ultimate

57199



NextGen-Widget-Encrypt-Help

Lock

The idea of locking the program is that if you have to step away from the program you
should aways close it or lock it. By closing the program you will get a count of how many
tries there were utilized to try to access the program. Upon three failed attempts the
program was shut down.

B NextGen Widget Encrypt - (NGWE) v1.0.0.0

sepo

Greate Password

Usemame: |

Password: |

|strength: short
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. MextGen Widget Encrypt - (NGWE) v4.3.5.3

Business

Folder Task

Secure Wipe & Delete

. NextGen Widget Encrypt - (NGWE]) v4.3.5.3

Folder Task

‘Secure Wipe & Delete

NextGen-Widget-Encrypt-Help

Hi! I'm Jimmy
You need to
enter your
Passw

o Welcome back Jimmy.

Last time you logged in was: en-US: 4/15/2025 1:08:33 PM

Hi! I'm Jimmy
You need to
enter your

o ‘Welcome back Jimmy,

Last time you logged in was: en-US: 4/16/2025 10:35:10 PM.

There were 3 failed login attempts,
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Softwore that works

QR Code

Create QR codes for your public key and/or private message.

QR Code

The "QR" area creates QR code for use with smart phones. The QR code can embed a
public key fingerprint and the ability to add your own text to the QR code. First, let's add a
fingerprint to our QR code. Right click on the key that you would like to embed in the QR
code and click "Select User-ID". You'll notice that the fingerprint is generated to the QR
code text area. Click the "QR" button which generates the image in the QR square and
from this point, simply click the "Save" button, locate the directory you wish to save the file
to, name it and click save.

@® GOR Code Court: 0

NEXTGEN WIDGET
'SOETWARE.

[E———

QRCode ‘OpanPGP Key Fingerprint: 0E04E7C85443DF 1FD3B2055BDF2602228394508A ‘

Public Key or Fingerprint

| .
() Freehand (® Fingsrprint ‘D "QRTestFingerprint jpg ‘
Save the image
x
o Your Quick Response Code image was created successfully.
# Key ID Key ID(H Created On Valid Uril Trust
1 -23672022068769381...  DF26022] v 3/18/20183:24:37PM  4/17/2018 3:24:37 PM Utimate:
2 467446338067533502  67CRIFT] v 3/18/2018254:42PM  4/17/2018 25442 PM Ubimate
3 7384907956545383526  BETCTEA| v 3/18/2018 1:56:07PM  4/17/2018 1:56:07 PM Utimate:

You now have a saved image of your QR code. Use your smart phone to verify the
fingerprint. QR code freehand gives you the ability to enter your own text. It works the same
way as the fingerprint, simply type your message, click the QR button, click the save button,
locate the folder you wish to save the image to, name it, click save. You're done.

The QR code image can be saved in four different formats; PNG, JPEG, BMP and GIF and
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freehand as a character limitation of 196.

Quick Response Code
@ QR Code

INENTGEN WIDGET
SOFTWRARE

Court: 85

Software.

This is @ message in QR Code using NextGen Widget Encrypt by MextGen Widget

Public Key or Fingerprirt

|
(®) Freehand @/ o Your Quick Response Code image was created successfully, ‘
Key ID Key ID (Hex)  User ID Key Size  Type Created On Valid Until Trust
-236720220687693871... DF260222.. QR RSA 2048 pub/priv  3/18/2018 3:24:37PM  4/17/2018 3:24:37 PM Ultimate

G7CBIFIC.. 6
7384907956545383526 66TCTEAS.. 4

L
&
é
;

RSA
DH/DSS

3072
3072

pub/priv
pub/priv

3/18/2018 2.54:42 PM
3/18/2018 1:56:07 PM

4/17/2018 2:54:42 PM
4/17/2018 1:56:07 PM

Utimate
Utimate

Software that works

X.509 (International Telecommunication Union (ITU) standard) is primarily used to bind the

identity to a person, organization or service and to an public-key which uses a digital

signature. Although this program offers X.509 it is not primarily a feature of OpenPGP.lIt is

just an added feature to the NexGen widget encryption software for user convenience.

However, OpenPGP is able to use the certificate but it may not look the way you want it to
look in the OpenPGP Key Store but it will still work. Once again, is just an added feature
that you can use but it is not part of the OpenPGP project so this is as is, | will make every

attempt to remedy any issues that may be found but no guaranty.

X509 Generator

X509 Encryption

X509 Decryption
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X509 Generator

The X.509 area has many functionalities and the ability to create a certificate authority,
general digital certificate, self signed certificate, using certificate signed by the root,
intermediate root certificate, Outlook certificate and code signing certificate. Also, you can
generate a CSR and create a certificate from that.

Each time you select a radio box, default key usage is automatically selected. Of course,
you can select additional key usage or just create a certificate for any purpose. The only
restriction to the certificate is that any key generated in the evaluation version is limited to
30 days.

NOTE: By the way, the root certificate for NextGen Widget Software is embedded in the
program. If you don't want to see notices that may keep popping up saying the program is
unknown etc. Just install NextGen Widget Software certificate into your root certificate
store.

B} NextGen Widget Encrypt - (NGWE) v1.0.0.0 — »
_ Y

Operation Selection

““H‘"“r“% DGET O Certficate Authority (CA) (@ General Digtal Certficate () Seff-Signed Certficate () Generate User Cartficate - Root Signed () C5R () OutLook Certficate

1
OFTWARE

O Intermediate Roct Certficate () Code Signing Certificate

Certificate data Create User Certificate
Friendly Mame: | |
Issued ta (CH=): | | Load
Organization {0=): | | Root or Self-Signed Password: [ Show Password
Locaity (L=: l:' (5T=) l:l Country [C=) I:l Create Cert Password: [ Show Password
Email (E=): | |
Signed by "Root", Intermediate or "Self Signed” Certficate
Key usage Extended Key usage csh
[ Data Encipherment Secure Email [ Code Signing
Digital Signature [ Cliert Authentication [ IPSEC User Load
[] Key Encipherment [1 Server Authentication [ ] IPSEC End System
[1 Man Repudiation [1 Smartcard Logon [] Timestamping CA
[[] Encryping File System ] Document Signing OCSP Signing Peek into local store Cument User Store
[1 IP SEC Tunnel Temination Certficate Signing
Store Peek
[] Mark as eritical ~ [] Mark as critical [ ] Any Purpese CRL Signing

Certificate options Process Controls

Valid from: | 3/26/2018 | Validity period: |1 + |Years v

RCA Kev lancht 19042« | Signature algorthm: | SHA256WithRSA ~

Save Public Certificate
[ Install certficate in M3 Store

Let's go ahead and start by generating a certificate authority. Select Certificate Authority
(CA) radio button and the usage automatically selects the digital signature and marks the
key as critical. Now, the mandatory field is the (CN), but I'm going to fill out most everything
here and I'm going to leave the certificate options as default. Now I'm going to enter a
password. This should be a very complex passphrase and you will need to secure your
certificate.

Once you've entered all of the necessary information you can choose to view the certificate
before generating it by clicking the "View Certificate" button.
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Operation Selection
(® Cerificate Authority (CA) () General Digital Certfficate

(O Intermediate Roat Cerificate (O Code Signing Certificate

Certificate data
Friendy Name: | Evaluation CA

Issued to (CN=): ‘E\da\uatlon CA

Organization {0=); ‘E\da\uatlon CACrg

|
|
|
Localiy {L=) (5T=) Country (C=)
|

E-mail (E=): ‘evalualiunca @evaluationca.com

Extended Key usage

[ Secure Emai [1 Code Signing

[ Client Authentication [ ] IPSEC User

[ Server Authentication [] IPSEC End System
[ Smartcard Logan [ Timestamping

] Encryping File System [ Document Signing
[ 1P SEC Tunnel Temination

[] Mark as critical ] Any Purpose

Key usage

[] Data Enciphement
Digital Signature
[ Key Encipherment
[ Man Repudiation

Mark as critical

Certificate options

Walid from: | 3/26/2018 | Validity period: |1 =

RSA Key Lenght: | 2048 | Signature algorithm: | SHA256WithRSA ~

Years v

(O Seff-Signed Cedificate ()

5
. N
wh Certificate X
General Detais Certification Path
@a Certificate Information
This CA Root certificate is not trusted. To enable trust,
Create User install this certificate in the Trusted Root Certification
Authorities store.
Issued to: Evaluation CA
CSR Issued by: Evaluation CA
Valid from 3/25/2018 to 4/25/2018
cA ﬁ? ‘You have a private key that corresponds to this certificate.
O oc
c Install Certificate... | Tssuer Statement
e
CR
Process Con|

Save Public Certficate
[ Install certificate in MS Store

Since the certificate looks good, I'm going to click the "Generate PFX" button and I'm
making sure that the "Save Public Certificate" checkbox is checked. After you click the
"Generate PFX" button a browser pops up so you can save the certificate to whatever
location you desire. Then, you are given the opportunity to save the public key as well.

Operation Selection

(®) Certificate Authority (CA) () General Digital Certfficate

(O Intermediate Root Certificate () Code Signing Certficate

Certificate data
Friendly Mame |Eva|uatiur| CA

Issued to (CN=): ‘E\da\uation CA

Organization {0=); ‘E\da\uatlon CACrg

|
|
|
(ST=x Courtry (C-).
1

Locality (L=): | YourTown
Email (E=): |evaluationca™
Key usage Exten
[] Data Encipherment ] S¢
Digital Signature Oa
[1 Key Encipherment [ s
[1 Mon Repudiation O s
Oe

[ 1P SEC Tunnel Temination
Mark as critical [ | Mark as critical [ | Any Purpose

Certificate options

Valid from: | 3/26/2018 | Validity period: |1 =

RSA Key Lenght: | 2048 | Signature algorthm: | SHAZ56WithRSA ~

Yeas v

(O Seff-Signed Cetificate

0 Would like to save the PUBLIC Root certificate to a file?

(O Generate User Cartificate - Roct Signed (O CSR () OutLook Certficate

Create User Certfficate
Load

Root or Seff-Signed Password [ Show Password

Create Cert Password [ Show Password

Signed by "Root”, Intermediate or "Seff Signed" Certificate

Load

Yes No

T ——— Peek into local store Curent User Store
Certificate Signing

CRL Signing

Store Peek

Process Controls

Save Public Certfiicate
[ Install certficate in MS Store

I'm selecting yes because | want a public root certificate. Once you select yes, another
browser pops up so that you can save the certificate to a designated location. Now, you'll
have both certificates saved in a particular area. What you'll need to do from this point is
install the public root certificate into your key store or install the public search into your
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users key store.

Some certificate authorities using an intermediate root certificate. This way, they can
simply put the master root certificate away in a lockbox secure location and utilize the
intermediate root certificate. Let's click on the "Intermediate Root Certificate" radio button
and you'll notice that the key usage changes. Now, once you've entered the certificate data
you will now utilize the right side of the program in the create user certificate area. You'll
notice that the load button becomes active and the password text boxes also become
active.

Now, click the load button and locate the private key for the root certificate that we just
created. Enter that passphrase and also the passphrase for the new intermediate
certificate we are about to create.

Business -
_ I\
Operation Selection
NEXTGEN WIDGET
OFTWARE:

() Certificate Autharity (CA) (O General Digital Certficate  (_) Sef-Signed Certificate () Generate User Cartficate - Root Signed () CSR () Outlook Certfficate

(® Intermediate Root Certficate  (©) Code Signing Certficate

Certificate data Create User Certificate
Friendly Name: |Evaluat|on CA Intermediate Root ‘
‘ D:\Cert Evaluation“\Evaluation pfx |

Issuedto (CN=) | Evaluation CA Intemediate Root

Organization (0=): ‘Eva\uatlﬂn CA Intermediate Root Org ‘ Root or Seff-Signed Password [1 Show Password
Locaity (=) [YouTown ] (5T= [NY___] Courtry ) - eate Cart Paseord L1 Show Passwors

E-mail (E=); ‘\nterrnedlate@mtermed\ate com

Signed by "Root”, Intermediate or "Seff Signed" Certficate

Key usage Extended Key usage ceR

[] Data Enciphement Secure Email Code Signing

Digital Signature Client Authentication IPSEC User Load

[] Key Enciphement Server Authertication [ ] IPSEC End System

[1 Mon Repudiation [] Smartcard Logon Timestamping CA
Encryping File System [] Document Signing ] ©CSP Signing Peek into local store Cument User Store  ~
IP SEC Tunnel Termination Certficate Signing

Mark as critical ~ [] Mark as critical  [| Any Purpose CRL Sigring Stare Pesk

Certificate options Process Controls

Validfrom: | 3/26/2018 | Validity period: |1 + | Years v

RSA Key Lenght: | 2048 | Signature algorthm: | SHA256WithRSA ~ Save Public Cerificale

[ Install certfficate in M5 Store
PFxfile password: [ Show Password

Click the "Generate PFX" and once again make sure that "Save Public Certificate"
checkbox is checked. If you view the certificate first you will notice that the issued by is your
root certificate and the issued to is the intermediate root.
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& Certificate >

Gereral Detalls  Certification Path

aLﬁ Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: Evaluation CA Intermediate Root
Issued by: Evaluation CA

Valid from 3/25/2018 to 4/25/2018

']i? You have a private key that corresponds to this certificate.

Install Certificate... | | Issuer Statement

B} NextGen ‘Widget Encrypt - (NGWE) v1.0.0.0 —

Operation Selection
() Cerificate Autharity (CA) (O General Digital Certicate  (C) Seff-Signed Cedificate () Generate User Cartificate - Root Signed ) CSR () OutLook Cerificate

(® Intermediate Roat Cerificate  (_) Code Signing Certificate

Certificate data Create User Certificate
Friendly Name: |Evaluatinn CA Intermediate Root ‘
‘ D:\Cert Evaluation“Evaluation pfx |

Root or Sef-Signed Password [ Show Password
Localty (L) [YouTown | (8T=: [NY___| County 2 - reate Cort Passwors 1 Show Password

E-mail (E=): ‘\merrnedlaie@mermed\aie com

Issued to (CN=): ‘E\ta\uahon CA Intermediate Root

COrganization {0=), ‘Eva\ualun CA Intermediate Root Org

Signed by "Root”, Intermediate or "Seff Signed" Certficate
Key usage Extended Key usage

CSR

[ Data Enciphement Secure Emai Code Signing
Digital Signature Client Authentication IPSEC User Load
[ Key Encipherment Server Authertication [ IPSEC End System
[ Man Repudiation [ Smartcard Logan Timestamping cA

Encryping File System [] Documert Sigring ] OCSP Signing Peek into local store Cument User Store

IP SEC Tunnel Temination Certficate Signing

Store Peek

Mark as critical [ | Mark as critical  [] Any Purpese CRL Signing
Certificate options Process Controls

Walid from: | 3/26/2018 | Validity period: |1 X Years v

RSA Key Lenght: | 2048 | Signature algoithm: | SHAZS6WithRSA ~ Save Public Certficate
[ Install certficate in MS Store

PF¥file password: [ Show Password

NextGen Widget Encrypt is a great program for creating certificates from a certificate
signing request (CSR).
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Operation Selection

(O Certificate Authority (CA) () General Digital Certficate  (O) Self-Signed Cettificate () Generate User Cartfficate - Root Signed (@) CSR () OutLook Certificate

(O Intermediate Root Certficate (O Code Signing Certficate

Certfficate data Create User Certfficate
Friendly Name:
Issued to {CN=): |

Organization (0=) Rootor Sef-Signed Password: | | [] Show Password

Localty (L=) (ST=) Country {C=) Create Cert Password [ Show Password
E-mail (E=);
Signed by "Root”, Intermediate or "Seff Signed" Certfficate

Key usage Extended Key usage con
Data Enciphement Secure Email [] Code Signing
[] Digital Signature [ Cliert Authentication [ ] IPSEC User
[] Key Enciphement Server Authertication [ | IPSEC End System
[1 Man Repudiation [] Smartcard Logon [1 Timestamping CA

[ Encryping Fie System [ Document Sigring OCSP Signing Peek into local store Cumert User Store

[ IP SEC Tunnel Temination Certficate Signing

o . Store Peek

[ Mark as critical ~ [] Mark as ciitical  [] Any Purpose CRL Signing
Certificate options Process Controls

Validfrom: | 4/ 1/2018 | Validity period: |1 + |Years v

RSA Key Lenght: |2048 | Signature algorthm: | SHAZ56WhARSA [ Save Fublc Cerficate

Install certficate in MS Store
PFXfile password: [ Show Password

NextGen Widget Encrypt is a great program for creating certificates from a certificate
signing request (CSR). Generate the certificate signing requests from your device or
server and save it as a text file. Press the "Load" button and locate the certificate signing
request text file.

Next, simply load the roots signing certificate and enter the password for the root
certificate. Now, click the key usage checkboxes that apply and click the "Save Public
Certificate" checkbox.

Lastly, click the "Generate PFX" button and save the private key to a folder as well as the
public key.
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Operation Selection

(O Cetificate Authority (CA) (O General Digital Certficate (O Seff-Signed Cetificate () Generate User Cartificate - Root Signed ®) CSR () OutLook Cestificate

Sen| 8 Certificate X Cetiicate

Genersl Detais Certification Path Create User Certificate

D:10_CSR\TestCA_PrivateKey_02192018 pix |

Root or Seff-Signed Password [ Show Password

Create Cert Password [ Show Password

e Certificate Information

Windows does not have enough information to verify
this certificate. Country (C=):

Signed by "Root”, Intermediate or "Seff Signed” Certfficate

CsSR

[] Code Signing
[ IPSEC User D:\I_CSRACSR_Test1 bt

Issued to: CSR Testl [ IPSEC End System
[ Timestamping CA

Issued by: TestCA _—

sued by: Tes [ Document Signing 0CSP Signing Pesk into local store | Cument User Store

s . -

Valid from 4/1/2018 to 5/1/2015 Cetficste Saning Store Peek
[] Any Purpose CRL Signing

Process Controls
Install Certificate... | Issuer Statement " 2| Yeas v

EHAZSOWIhRSA Save Public Certfficate

O Install certficate in M3 Store
Show Password

X509 Encryption

NextGen Widget Encrypt can easily be used to encrypt files using an X.509 certificate.
Simply load the certificate, file to encrypt and save to a location. In our example ASCII is
selected by default so that's what we'll use. After | click the "Encrypt" button, the file is
encrypted and the extension is added to the file name so that you know what type of
extension the file was before encryption.
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Use A Certfficate to Encrypt

NEXTIGEN WIDGET

oI RE Encrypt a file using your recipients digital certificate.

[N —

Load cer Certficate
[D:\0_CSRestd cer |

Load the file to Encrypt
[D:\D_CSR\CertFie ToEncrypt e |

Select the save file location
[D:\0_CSR\CentFiie ToEncypt2_tit pgp |

" | [ Securely Delete [ ASCH
o Encrypt file created.

QK

Version: NextGen Widget Software (NGWE) vl1.0.0.0

hQEMAx4rGrW3S8oIAQghingHalsEDkEZrFxoHIDG3Dp 20NWMS yEwAM+ T 4M/ ukun
Vha801lNlzTgsSoUuyTEOHyzeqUaXCvsETMER 3+ LaboELWX 1 ONESEL / xhA JTHhUTOTV
hz4suGeglCOoe/4IFpTgU31]/zbUtdBgE4he/pNiSV1EBbe]2Xwlkhi856+PEkEWRRO
GFHyciAT3TELWOvEoEg3F20E+SviNWIuyBNIX+a+R/VGNG94YEDogEeoZr0583HRs
Ta+x/d5/dT4%hi€kn¥pi/2sg90zsmET TGgal/ YOdlDEng £+ VLS bAUWE 2wV ESE QT
J¥xI8HLeQpDR11pxB2WNHELOMRrIr/ TgelHT7r5337Rck3h0l 2auDQc 7 2W1V/ RmmG]
NERRSRGRpgeNTvepgbUvEBIFTDAS 1 pVEBPEZc 1HOIVEXhWT SbhxOc 0K ==

=1beX

————— END PGP MESSAGE-———-

X509 Decryption

NextGen Widget Encrypt can easily be used in the decryption of files using an X.509
certificate. Load the private key (PFX), the encrypted file and select the save file location;
name your file and give it the proper extension. Now we simply need to enter the private
key password. Also, you can choose to securely delete the encrypted file if need be.

Once you're ready, click the "Decrypt" button and were all done.

68/99



NextGen-Widget-Encrypt-Help

Use A Certfficate to Decrypt

Decrypt a file using your digital certificate Private Key.

Load pfx private Certificate
[D:\D_CSRest3 pfx |

Load the Encrypt to Decrypt
[D:\D_CSR\CertFile ToEncrypt2_txt.pgp |

Select the save file location
[D:\0_CSR\CertFile ToDecrypted2tt |

X

o File created [] Securely Delete

Settings

Softwaore that works

General Setting

Inf

General Setting

The general settings area is very simple and accessible by the options settings button.
General settings gives you the ability to move your key store from one location to the
another. This move is relatively simple just click which operation you want to do. The save
radio button gives you the ability to save your key store in a different location. It moves the
key store from one location to the other and does not save it in the previous location.

The locate radio button gives you the ability to locate your key store and save the current
location. For instance, if you moved your key store you will need to locate it and commit the
changes. The default location for "NextGen Widget Encrypt" is your local application data
directory. This directory is created upon install of the program.
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NextGen Widget Software
Key Store file location

Mowve Location: |

.*. Location: C:\Users "S- App DataLocal\NextGen Widget Software NGWEocal keystore

® Save () Locate Browse Commit

Auto/Manual Secure Wipe & Delete

() Automatic File Secure Delete & Wipe {® Manual File Secure Delete & Wipe

There is one of the function currently that the general settings has. That's the ability to
automatically securely delete the original files once you've encrypted them. Not really
recommended and should be done on a case-by-case basis in the function included with
each file encryption or decryption.

Decryption you have the option to securely delete the encrypted file once the original is
created from the encrypted file.

Moving the file to a different location:
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Settings

NextGen Widget Software

Key Store file location

General Setting Location: D:\NewKeyStore Locationlocal keystore

Mowve Location: |D:\NewKeyStoreLocaﬂon‘docalkeystore |

® Save () Locate Browse || Commit |

FILE PATH CHAMGED x

o KeyStore location was successfully changed.

File Secure Delete & Wipe

Make sure the save radio button is checked. Click browse, select your new location, click
Commit and you're done. No location will be listed in the label and you will get a notice that
the change was successful. Close and you can test by locking the program from the
program menu click on "Lock™ and log back in.

NextGen Widget Encrypt - (NGWE) v1.0.0.0 -
get Encryp x

[ orien s | seoms | |

Hi! I'm Jimmy
You need to
enter your

Greate Password

Usemame: |Jlmmy
I

LOGIN MENU X

o Welcome back Jimmy,

Last time you logged in was: en-US: 3/11/2018 2:47:34 PM

‘Secure Wipe & Delete

Info

Info gives you your subscription validation date and information about the license. Also,
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there is a License button to enter your paid description license or your general license key.

Settings

NextGen Widget Software

NextGen Widget Encrypt

General Setting Registered User: Test Full Key
eMail:

Build Date: 03/11/2018
Subscription Valid through 03/11/2018

LICENSE MANAGER

License

Enter license key you simply copy the key from the email you'll receive, click "Paste From
Clipboard" and click "Apply License". The program will give you an acknowledgment and
attempt to restart.

Settings

License

NextGen Widget So
Enter license

Paste From Clipboard Load From File...

Apply License ‘

License Key
goes here.

| Ext
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Troubleshooting

Softwore that works

Moved Key Store
X.509
Moved Key Store

If you move the key store outside of the program, you may have difficulty logging back in
because the program will not know where the key store is located. For example, | currently
have the Key Store located in "D:\NewKeyStoreLocation" directory. Now, if | use the file
manager and move the Key Store to an alternate location "D:\NewKeyStoreLocation2".
When | log back in (after restarting) | will have the default information "Jimmy" because the
program does not know where the key store is located.

Also, if I do not exit the Key Store and just just lock it, I will receive a message telling me the
Key Store could not be found. The easiest fix is to put the Key Store back in the previous
location and restart the program. Then, move the Key Store via the application "Options
Settings", General Setting.

So, let's walk through the process. I've started the program but did not login and decided |

wanted to move the Key Store to a network drive. So I'm using the file manager to move the
Key Store to the new location "D:\NewKeyStoreLocation2". Now I'm going to try to login.
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Hi! I'm Jimmy
You need to
enter your

INEXTIGEN WIDGET
SOFTWRRE

[N —

Greate Password

Usemame: |Jimmy ‘ —

Password:
g S—
Mo Key Store File | ;
—

B} NextGen Widget Encrypt - (NGWE) v1.0.0.0 - X
3
Business N

Hi! I'm Jimmy
You need to
enter your

NEKTGEN WIDGET
SOFTWARE

Prr—

Greate Password

Usemame: |Jimmy ‘ —

Password: |

As we can see from the above image | got the message "No Key Store File". As | said, the
best solution is to put the file back and move it via the program.

But let's say there were some unforeseen circumstances in case this was moved some
other way or perhaps by an administrator. First I'm going to go ahead and click the "OK"
button and place the cursor in the username field. Then, I'm going to hold down
"CRTL+ALT+Shift+R" and you will notice a "Reset" button appears in the top left-hand part
of the application (green arrow above). Simply click that "Reset" button and you will get a
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notification that the application configuration was reset.

B NextGen ‘Widget Encrypt - (NGWE) v1.0.0.0 - x
Business N

H Key 1D Key 1D (Hex) User ID Key Size  Type Created On Valid Urtil Trust

Now, you can enter any username and password you like. It can be any type of gibberish
you want because were not going to keep this Key Store. The program will save the
information back to the default location and allow you access to the program.

Once you have access to the program, we now need to navigate to "Option Settings”,
"General Setting" and click the "Locate" radio button and then the browse button. Select
the location of the original Key Store, click "Open" and then "Commit" and "Exit". Now you
can use the original Key Store as long as you have the username and password.
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B NextGen Widget Encrypt - (NGWE) v1.0.0.0 —

Hi! I'm Jimmy
You need to
enter your
Password.

X.509

Software that works

The code signing certificate can be used for just that, code signing. However, adding the
code signing certificate to the signing area in Visual Studio's generally doesn't work.
Unfortunately, Visual Studio's is a little finicky and you will need to create a (.snk) keys that
is actually used for strong name which in effect is different than code signing. Most people
get this a little bit confused and | have to admit | was actually one of them. :-)
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Verify Signature

Softwore that works

Topics:

OpenPGP Detached Signature
OpenPGP Detached File

OpenPGP Verifies Signature Key Store
OpenPGP Verified Detached Signed File
OpenPGP Message Detached Signing

OpenPGP Verify Detached Signed Message

Description: A detached signature is produced by calculating an OpenPGP signature over the data
intended for signing. The original data remains unchanged, and the OpenPGP signature is stored
separately, e.g. as a standalone file. A detached signature file can be distributed alongside or independent
of the original data. The authenticity and integrity of the original data file can be verified by using the
detached signature file.

This signature format is especially useful for signing software releases and other files where it is imperative
that the content remains unaltered during the signing process.

OpenPGP Descriptions taken from "The Notes on OpenPGP project". https://openpgp.dev/book/
Detached Signature

The area tab "Produce a detached signature" is for creating a detached signature using
your private key which must also be in the Key Store.
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B} NextGen Widget Encrypt - (NGWE) v4.3.5.3 = *

y
N
Verify a Detached Signed File Message Detached Signing
o

Create Detached Signature using private key in the KeyStore

Produce a detached signature Produce detached file

INENTGEN WIDGET
SOFTWARE

[E——

Key ID

Input File:
Get Input File

Create Output Signed File:
Output Signature File

Private Key Password:
0% @ Hide Password

Create Detached Signature

H Key ID Key D {Hex) UserID Key Size  Type Created On Walid Until Trust
1 -66465239197590296... AIC2COBS.. TetUser <TetUser@test.com> RSA 3072 pubspriv  4/17/2025 6:45:29 FM 5/17/2025 £:45:23 FM Ultimate

Right-click on the users name and left click to insert the Key ID in the Key ID area. Next,
click "Get Input File" to locate a file. Now select the output location of the signed file. When
the signed file location dialog box pops up it will add "Detached-PGP-Signature.sig” to the
file. In my example will be as follows (TestFile.txt-Detached-PGP-Signature.sig).

Now, enter the password for the private key of the user you selected and click "Create
Detached Signature” button.

B} NextGen Widget Encrypt - (NGWE) v4.3.5.3 = b4

\
>
Verify a Detached Signed File Message Detached Signing

Create Detached Signature using private key in the KeyStore

Produce a detached signature | Produce detached file

NEKTGEN WIDGET
SOFTWARE

Key ID:

Input File:
Get Input File

Create Output Signed File
Output Signature File

Private Key Password:
0% B Hide Password

Create Detached Signature

# Key ID Key ID (Hex) User D Key Size Type  Created On Valid Until Trust

_56465239157530296 TetUser <Tet User@test cog 7 4/17/2025 6:4529 PM | 5/17/2025 £:45:29 FM

o
* Select User-1D
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B} NextGen Widget Encrypt - (NGWE) v4.3.5.3 = xX
Werifying Detacl
Message i S

Create Detached Signature using private key in the KeyStore

Key ID:
ACICDBEB3ADATI
Input File:

DNGWETesTesflese o Gevoere

Main
Create Cutput Signed File:

D:\NGWETest\TestFile txt-Detached-PGP-Signature sig Output Signature File
Text

Folder Task Private Key Password:
2 S @ e Fasowor

Create Det, Signature

Secure Wipe & Delete
Key Store

ile Task
Task
# KeylD Key ID (Hex)  User ID Key Sze Type  CreatedOn Vald Uil Trust
Q. Cads 1 -B6465239197590296 AC2CDB5. TetUser <TetUser@test com> RSA 3072 pub/piv  4/17/20256:45:29PM  5/17/20256:4529PM  Ukimate
_

If everything went well you should see a message (Signature file created successfully.)

. NextGen Widget Encrypt - (NGWE) v4.3.5.3 = *®

X
Verify Signature KeyStore Verifying Detac}
Message T

Create Detached Signature using private key in the KeyStore

Key 1D:
AC2CDBSB3AMATI
Input File:
Get Input File
Main
Create Output Signed File: p .
DANGWETest\TestFile txt-Detached-PG  FILE CREATED X Output Signature File

Folder Task o Slamature fil e o Private Key Password
[ - fontune e cressed suceesstuly B @ e Password
Secure Wipe & Delete Create Detached Signature

Eey Store
Lock
Key ID Key 1D (Hex)  User ID Key Size  Type Created On Valid Until Trust
-66465239197590296... A3C2CDB5.. TetUser <TetUser@test.com> RSA 3072 pub/priv 4/17/2025 6:45:29 FM 5/17/2025 6:45:29 PM Uttimate

The test file and the signature file will be located in the directory you selected.
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Iéfr TestFile.txt A7/2025 648 PM TXT File 1 KB

D TestFiIe.t:d:-Detached-kF’GP-Signature.sig 41772025 712 PM 5IG File 1KBE

Now, let's take a look inside the signature file. The signature files have the userid and the fingerprint in the
comment area. All done.

Version: NextGen Widget Software (HGWE) v4.3.5.3
Comment: TetUser <TetUser@test.com:
Comment: Fingerprint: AZ3FARSFBOICTZTSSTEFA4E4R3ICZCDEBSEB3IA04AT]

i0G4BARBCARI BOJolZ InGRxUZXRVe2VyIDRUZXRVC2VyOHRI c30uY2 9t PghKCRC]
wWs21ls6BEcSYMDACYDNOIhDhEBHLzf 7Td4ZDTDLE2T2 KLt SCEhOEYcy 1 KRCZSDHEKCCO
iZdoBCe0X/J93iXpFplpS5iHBO3KSLEdSKoDbnnGSrfugeTwIi+i fn0GLTEgiBulE+
hSF1NHxPMNTEEEVVvohTdFF2wdFyRXBwsk3ExyUo/ 3NvETJb1WOuondiXE14YQIT
BbIlwVehfinjOcgevIuvLEJ91FX4 i XdFCEul 2Jhs1BHi9JDOYccVEHWDW THLaNZFz
bpEWwPTpRECAMOMHMCpvBELeYEfTal jsWdikaSJlp40smOSX e 3+ 3UBGLT71Toj Y47
43Z2aMiZzourC2s2a8TEzANwOpEGugi SbrgHET 2YRrJO9ENCiNcachpdGE2mZ z KNdy
nDEImIZuggereHZFOCKazdvvladOwdMYTuLpEgexs/SBuZ1R519aT101x5eMFukol
myi/kvoPLZalBifxs¥eHtExgDsErlo3T3uemikswsHpsRH3ITHRE+H1 684 rBFRAE
ztEIZnDbvecprsso=

=hbk&

Now, let's go over to Verify Signature Key Store.

Detached File

The detached signature works pretty much the same way as the detached signature using
a private key in the Key Store. However, the only real difference is the private key isn't
located in the key store. Your private key would be in a file .asc.

So, let's get the file we want to create this signature against, select our output signature file
Acacian and locate the private key from a (asc) file.
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. NextGen Widget Encrypt - (NGWE) v4.3.5.5 =

Create Detached Signature using private key in a file.

Input File:

DWGWETes el eeimane

Main Create Output Signed File:

File Task

Private Key File

D:\NGWETest\NGWE TestPrivateKey_A3C2CDB5BIANMAT asc Private Key File

Folder Task
I
() s
'E9
Secure Wipe & Delete
Create Signing Signature File

Key Store .

Output Signature File

Key ID Key ID {(Hex)  User ID Key Size  Type Created On Walid Until Trust
-66465239197550296... A3CZCOB5.. TetUser <TetUser@test.com> RSA 3072 pub/priv  4/17/2025 6:45:23 FM 5/17/2025 6:45:29 PM Ultimate

Now, let's enter the password and click the "Create Signing Signature File" button.

. NextGen Widget Encrypt - (NGWE) v4.3.5.5 = X
Venfying Detac]
Message T

Create Detached Signing From File

Create Detached Signature using private key in a file.

Input File:

DAWSWETe\TesBlste e

Main Create Output Signed File: FILE CREATED x
D:ANGWETest\ TestFile2 sig Qutput Signature File
Private Key File o Signature file created successfully, I
Private Key File

D.\NGWEF&Q\NGWEFE&PrivaieKey_MDE&B&
Folder Task
|
) e
Secure Wipe & Delete —

Create Signing Signature File
Key Store

Key ID Key ID (Hex)  User ID Key Size  Type Created On Valid Until Trust
-66465239197550296... A3CZCDBS.. TetUser <TetUser@test.com> RSA 3072 pub/dpriv 4/17/2025 6:45:29 PM 5/17/2025 6:45:29 PM Ultimate

#
Cod 7
_

Let's open up to signature file and take a look at the signature block. All done.
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Version: HNextGen Widget Software (HGWE) v4.3.5.5
Comment: TetlUser <TetUserf@test.com:
Comment: Fingerprint: AZ3FRASFBO3CTZ2T9STEFR4E4RICZCDBSB3IR0O4ATI

iQG4BARBCARI BOJoR JyeRrEUZXEVeZVyIDRUZXEVCZVyOHRL c30uY2 9t PgAECRC]
w32 1ls6BEcWngC,/ 95MemhT3vk¥EZKBElz8TDWzRer jPrvoVioziknv Y6 kkrBEBC /00
HNDuSBOktgeOEcAMyEQaCeAkISg3Ro6lvIgyvuehIleVim/ 9vTRSOWyTnvEocaS6RsT
CEbiTIu3sOni8gN2T/H2i30hvLEXc4ilYWDN95+BuhlbiiWakRO1ITw3SSZnK50wh
sgdIloYMtNoibvS508G6403dmsS 1VOFSEk4dSmv D/ UZIaVWVYIQTUL Lo+ VhdnbVHITOxu
1ZPel+WeswipnETEoaeSpiUNGodagWvVIhd4ARr INZP1EQOCcpIOudsRSs 2 IMTCVolg
COWoeoPWIEYI/SPEVLZtwnicePornUMwvwo40imbUUHNOZ inkcLpEy3rrQobXcHas/ /
VEZBWCArkMXuBxEPnID,/ 4b+THX3I1V1io3lowS3iweJDhHEWERZsemalHyGbzhLEe K
HdmyC91019g5FzDhotod vk S fInEqQLVEQ1laGM+/ Hu,/c6PN3jtHvsHZikksN18k80H
ROEf18N2MEShbIg=

=e040

Verify Signature Key Store

Now, let's get the originally signed file (TestFile.txt) and the detached signature file
(TestFile.txt-Detached-PGP-Signature.sig). As long as the public key is located in the Key
Store we just need to click the "Verifying" button. If everything works out you'll see the
message "Great! The Signature is Good".

B} NextGen crypt - (NGWE) v4.3.5.3 —

)
_ Y
Produce a detached signature | Produce detached file Verify 3 Detached Signed File || Message Detached Signing
.
NEXTIGEN WIDGET
SOFTWARE

--------- Verify Detached Signature from OpenPGP Public Key in the KeyStore

Criginal File
D:ANGWETest\ TestFile bt Get Original Signed File

Signature File: SIGNATURE MATCHED X

D:\NGWETest \TestFile txt-Detached-PGP-5 Get Detached Signature File

o Great! The Signature is GOOD.

(LI L]

The OpenPGP Public needs to be in the Key Store.
H Key ID Key ID (Hex) UserID Key Size  Type Created On Valid Urtil Trust
1 -66465239197550296... A3CICDBS.. TetUser <TetUser@test com> RSA 3072 pub/priv  4/17/2025 6:45:29FPM  5/17/2025 6:45:25 FM Uttimate:

Now, if even a period is out of place or an additional character entered the signature will
fail.

82/99



NextGen-Widget-Encrypt-Help

— Produce a detached signature Preduce detached file Verify a Detached Signed File Message Detached Signing

INENTIGEN WIDGET
SOETWARE

--------- Verify Detached Signature from OpenPGP Public Key in the KeyStore

Original File:
DANGWETest\TestFile t Get Original Signed File

Signature Flle: SIGNATURE BROKEN X

DANGWETest\TestFile t«-Detal Get Detached Signature File

° Signature of the message is either broken or forged,

Ll DL L]
0

The OpenPGP Public needs to be in the Key Store

-

H Key ID Key ID (Hex) User ID Key Size  Type Created On Walid Until Trust
1 -66465239197590296... AIC2CDB5.. TetUser <Tetlser@test.com> RSA 3072 pub/priv  4/17/2025 6:45:23 M 5/17/2025 6:45:29 PM Uttimate

Verified Detached Signed file

Verifying the detached signature from a file and from the Key Store. This one may be a little
awkward but it requires the public key to be in a file as well as in the Key Store. On the
program there is a little note that basically tells you if the public key isn't in the Key Store
that it will be imported into the Key Store. This function does two checks.

So now, select the User Id by right clicking on the user, locate the original signed file, the
signature file and the corresponding public key file. Click the "Verifying" button and presto...
Signature OK.
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B} MextGen Widget Encrypt - (NGWE) v4.3.5.5 = *
g Typ

S
hed signature || Produce detached file Verify a Detached Signed File Message Detached Signing
Message
«r

Verify Detached Signature from a file and from the KeyStore

Original File:
D:\NGWETest"TestFile txt Get Original Signed File
Signature File:
D:\NGWETest\TestFile txt-Detached-PGP-Signature sig e —— Get Detached Signature File
Main Signature Match *

Select Comesponding Public Key
D \NGWE Test\NGWE TestPublicKey_A3C2CDBSB3AMMATI asc Get OpenPGP Public
Signature OK
Folder Task
Secure Wipe & Delete
NOTE: ff the OpenPGP Public Key isnt in the Key Store, it will be imported. This function will do two checks.

Key ID Key ID {Hex)  User ID Key Size  Type Created On Valid Until Trust
-66465239197590296... AJC2CDBS.. TetUser <TetUser@test.com> RSA 3072 pub/dpriv 4/17/2025 6:45:29 FM 5/17/2025 6:45:29 PM Utimate:

Message Detached Signing

Message detached signature will create a signature for written text that can be used in in
email. So, first right-click on your User ID which contains your private key, type your
message, enter the private key password and click the "Detached String Signing " button.
The signing block appears on the right-hand side. You can copy this block and send it
along with your message.

B} NextGen Widget Encrypt - (NGWE) v4.3.5.5 = *
& TYP

2
file Verify Signature KeyStore Veri ched Signed File |Message Detached Signing Verifying Detac}
Message T

5. Detached signing a string message

Read Message
Wiite Message Signing User ID:  A3CICDB5B3A04AT1 —BEGIN PGP SIGNATURE— a
Version: NextGen Widget Software (NGWE) v4.3.5.5
= Comment: TetUser <TetUser@test.com>

Comment: Fingerprint: A23F AASFBO3CT27957EFA4E4AICZCDBSBIAMATI
iQGABAABC AANBOJo A Sw G UZXRVe 2y Dx UZXRVe 2VyGHRIc 30u Y 2% Pg AKCR

G

ws21s6BKociHC/33UrLN/EMFrgW-+Aow 106EC g Y+ YQGAW2068CIun

+PmOzevq5q

faas|WoHUAGYSEwBWB0 28 7akbgHWKTzA hyrk BSpe 8KMrfhulowt.Jpui 190 90c Z

onTx3Fd0at S0 Wn UDSGdv PllggwGKX/GraIQyR2jhJDVH+nE23dPEtWoXXI63

ad21Zkn+YMjL0bp 24 VQxm Ml Kyth XGgL 8 5ifxNokedid %) /QZrllgBkpp Up 7wl3

4ueZMgt SFeqHLZ 2wif 337UJJ/vk THQEVDWFIkb 4w VOnhMyQpGaJdiE InQL9zevd
aNYj5+64wRRHECGSBDBmhm+ADOz

Main

+nelraDAGRASXBEIDWA/SOtONyUPg
Folder Task #S00XMLDdevMUQOhNIIRXPe+32Qcz+SIZHdVMeMS 1ip
+09rwhAAAMmCVGE3MSz
OzilNmD 3KDt SulgBd AJQEB/4+fiwcOniGb HUgyuByn6 TwMen i TFIP2EZp Tk Z
RS HeicE T B
=62
" —END PGP SIGNATURE—
Secure Wipe & Delete o
Password:  “*7tY @ Hide Password [ Clear Message (O Clear Signature
Detached String Signing
Key 1D Key |0 {Hex)  User ID Key Size Type  Created On Valid Until Trust
56465239197590296... A3C2CDBS.. TetUser <TetUser@test.com> RSA 3072 pubspriv 4/17/20256:4529PM  5/17/20256:45:29PM  Utimate

Verified Detached Signed Message

Verifying the detached signed text message is pretty simple. Just enter the plain text in the
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box on the left-hand side in the signature block on the right-hand side. The public key must
be located in the Key Store. Just click the "Verified Detached Signed Message" button.
That's it.

B} NextGen Widget Encrypt - (NGWE) v4.3.5.5 -

T T 2

Verify Detached Signed Message
Plan Text Message OpenPGP Signature:

Verified Signature

o Signature is correct

oK

Add the signed plaintext on the left, OpenPGP signature on the right Verify Detached Signed Message

Key ID Key ID {Hex) UserID Key Size  Type Created On Valid Urtil Trust
-66465239197590296.. A3CZCDBS.. TetUser <TetUser@test.com> RSA 3072 pubfpriv 4/17/20256:45:29 FM  5/17/2025 6:45:29 PM Ultimate

Extract NGWE CA Certificate

NEXTGEN WIDG
SOETWARE

Softwaore that works

Install our Root CA
Fix Unknown Publisher Security Warning.

Install NGWE Root CA

NEXTGEN WIDG
SOETWARE

Softwore that works
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There is times when Microsoft will say that it is unfamiliar with the software vendor and an
annoying pop-up that shows up, Unknown Publisher Warning. This happens because the
signing certificate or there is no root certificate recognized by the Windows 11 operating
system.

To remedy this you can simply install our root certificate in the Microsoft Trusted Root
Certificate Authority store. To do this you will need administrative privileges. Our CA is
embedded in the software and can be extracted to a file location or installed in the
Microsoft Trusted Root Certificate Authority store.

The admin check button verifies if you are in the administrative group. If you are in the

administrative group there are just two buttons on the right-hand side (install CA). One is to
extract the CA certificate and the other is to install it.

B} NextGen Widget Encrypt - (NGWE) v4.3.5.5 = X

Verify a Detached Signed File || Message Detached Signing Extract the CA certificate
1

If you would like to verify our software then you will need to install our root certificate into the Microsoft certificate store.

It's easy to do and we can help you to install that certificate or you can install it yourself after extraction. There are only two steps:
First, click button number 1 to extract the root certificate and place it into a directory.

Next, click button number 2 which will install our root certificate in the "Trusted Root Certification Authorities" store.

Once you press the instal'© "

- *esents "NextGen Widget Software CA".
ADMIN MODE X

Just click the Yes button ¢ ite has been installed.
That'sit. Note: You wil o 1 root CA certificate.
This account is in the Administrator Group
CA Certificate Directory: |
TR
Admin Check Install CA
#1 Extract CA Certificate
Check f Admin: | ADMIN GROUP CHECK
Please Wail_ H2 Install Certificate
# Key ID Key ID (Hex)  User ID Key Size Type Created COn Valid Urtil Trust
1 -66465239197550296... A3C2CDE5.. TetUser <TetUser@test.com:> RSA 3072 pub/priv 4/17/2025 6:45:29PM  5/17/2025 6:45:29 PM Uttimate

Troubleshooting

Softwore that works

No Key Store file
Key Store moved, missing or reset.

Software Upgrade Issue
Potential issues on upgrade.
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No Key Store file

If the Key Store has moved, corrupted or not in the saved location. You will see a message
(No Key Store File. The store may have been moved, corrupt or missing.) If this message
shows up you are essentially locked out of the system and it will not function. If you have the
Key Store file just put it back in the same location and it can be moved via the program
under the option settings. So, at this point if we have lost the Key Store or its corrupted and
you don't have a backup. You must start over because there is no recovery.

So let's reset the program in this example.
B} NextGen Widget Encrypt - (NGWE) v4.3.5.3

X

- Hi! I'm Jimmy
You need to
create a Master

NEXTIGEN WIDGET

Password.

Greate Password

¥
Usemame:  Jimmy S
/o
KEY STORE FILE HAS MOVED OR MESSING X (

No Key Stare File, The store may have been moved, corrupt or
missing.

Click the "OK" button and place the cursor in the user name text box and press
"Ctrl+Alt+Shift+R". A "Reset" button will appear in the top left-hand corner.
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B} NextGen Widget Encrypt - (NGWE) +v4.3.0513.8

Hi! I'm Jimmy
You need to
create a Master

NEXTGEN WIDGET
SOFTWARE

[E——

Password.

Greate Password

O o o e e e o o )

RESET: Ctrl+Alt+Shift+R

Hi! I'm Jimmy
You need to
create a Master
Password.

NEXTIGEN WIDGET
SOFTWARE

Greate Password

Usemame:  Jimmy

& RESET x ( 1
o The Application configuation has been reset. :| ;
| ——

Click the "OK" button, change the user and password. From this point you will be let back
into a clean new key store and the create a new key pair dialog box will pop up.

From this point if you have located your original key store, close the application and put the
original Key Store file in the original location. You can Copy and Paste over the current one.
Now, if you wish to move the Key Store go to the "Options Settings" and you will see the
area where it says "Key Store file location”. You can move it using this area and the
application will remember the new location.
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Software Upgrade Issue

When upgrading you may run into a small issue. So, after upgrade and use start the program it may appear
as if everything got reset to default. You will see the original login screen for changing your password and
username.

However, just simply enter the same username and password and click "OK" and you'll be able to log right
in providing, your key store has not moved. If your key store has moved you will either need to put it back in
the original directory before the upgrade or reset the program.

B} NextGen Widget Encrypt - (NGWE) v4.3.0513.8 -

O
Support J\

X

You need to
create a Master
Password.

Greate Password

Usemame:  Jimmy
Password: *eeeeese
Confim: sessssss
Lo (T - |
_ =
‘Secure Wipe & Delete

Store
After upgrade if the program appears to have been reset to the default. Just
enter your current username and password and you will be able to login. A pop

up box for generating a new key will pop up. Just close it and you're done.

Please make sure the Key Store has not been moved before upgrade.

B} NextGen Widget Encrypt - (NGWE) v4.3.0513.8 - X

o

=

Hi! I'm Jimmy
You need to
create a Master

Greate Password

Usemame:  Jimmy

LOGIN MENU

o ‘Welcome back Jimmy.

Last time you logged in was: en-US: 4/30/2025 6:34:12 AM

Main
Folder Task

Task
Secure Wipe & Delete
Key Store

e
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Software Upgrade

Checking for updates is a manual process and requires the user to check on their own
periodically to see if there are any updates. To do this you log into your software and click
the "Options Settings" button. A new form pops up and on the bottom of the form (General
Settings) you should see a button that says "Software Updater". Just click that button and
the software will check the website to see if there is a new version.

Internet access is required.

B MNextGen Widget Encrypt - (NGWE) v4.3.0513.7 -
\
N
r L)
H Key ID Key ID {(Hex) UserID Key Size  Type Created On Valid Urtil Trust
INENTIGEN WIDGET 1 -66465239197550296.. A3CICDBS.. TetUser <Tetlser@test com>» RSA 3072 pubspriv  4/17/20256:45:29 PM  5/17/2025 6:45:29 PM Ltimate

SOFTWARE

P——
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B} NextGen Widget Encrypt - (NGWE) v4.3.0513.7

NextGen Widget Software

Key Store file location

General Setting Location: C:\Users SBEER\ App Data'\Roaming\NextGen Widget Scftware\NGWE\ocal keystors

Move Location:

5 Locats i

Folder Task Auto/Manual Secure Wipe & Delete

m (O Automatic File Secure Delete & Wipe © Manual File Secure Delete & Wipe
Secure Wipe & Delete
Software Update

—
‘ Software TUpdater ‘
—

B} NextGen Widget Encrypt - (NGWE) v4.3.0513.7

Business

Walid Until
5/17/2025 6:45:29 PM

Kew ID (Hex)  User 1D Kev Size . Tupe Created On

NextGen Widget Software

Key Store file location

General Setting Location: C:\Users', ABDEWAppData‘\Roaming\NextGen Widget Software"\NGWE\ocal keystore

Move Location:

- oo ek

Folder Task Version match confirmed: 4.3.0513.7. Your software is up

m -
Secure Wipe & Delete

Software Updater

Walid Uil
5/17/2025 6:45:29 PM

If there is an update available you will have the option to go to the website to get it or do

nothing.
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# Kev ID Kev ID (Hex)  User ID Kev Size  Tvpe Created On Valid Until Trust
NEXTIGEN WIDGET 1| Settings 5/17/2025 6:45:29 PM Uttimate
0FTWARE
= NextGen Widget Software

Key Store file location

@ Location: C:\Users' ABDE \AppData‘RoamingNextGen Widget Software \NGWE\local keystore
Move Location:

«

© Save (O Locate
Version Check X

1 Mersion mismatch!
U Old Version: 4.3.0513.6
Found Updated Version: 4.3.0513.7

Wi
Would you like to update the software? ual File Sectre Delete & Wipe

Once you locate the new version just simply download the "NGWEsetup.exe" file in run the
setup application. The setup will install the application and create a desktop icon along with
an uninstall shortcut in the program menu. Just overwrite the existing program it will not
affect your key store which is located in a different directory.

When you want to uninstall the program two files will remain. The log file and your Key
Store. The Key Store isn't created with the setup program. This created by NextGen
Widget Encrypt. However, you can delete the directory "AppData\Roaming\NextGen
Widget Software" on your own using your file manager.

Software Upgrade

Checking for updates is a manual process and requires the user to check on their own
periodically to see if there are any updates. To do this you log into your software and click
the "Options Settings" button. A new form pops up and on the bottom of the form (General
Settings) you should see a button that says "Software Updater". Just click that button and
the software will check the website to see if there is a new version.

Internet access is required.
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Business

Folder Task
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B} NextGen Widget Encrypt - (NGWE] v4.3.0513.7

Business

Folder Task

|

Main

Key ID Key 1D {(Hex)  User 1D Key Sze Type  Created On Valid Uil Trust
-66465239197550296. . AJC2CDB5..  TetUser <Tetlser@test com:» RSA 3072 pubspriv  4/17/2025 6:45:29 PM 5/17/2025 6:45:29 PM Lttimate:
o R
Key ID Kew 1D {Hex)  User 1D Key Size . Tvpe Created On Walid Until Trust
5/17/20256:4529FM  Ukimate
NextGen Widget Software
Key Store file location

General Setting

Location: C:\Users IR \App Data'\Roaming\NextGen Widget Softwars'\NGWE'ocal keystors

Move Location:

© Save () Locate

Auto/Manual Secure Wipe & Delete

() Automatic File Secure Delete & Wipe © Manual File Secure Delete & Wipe

‘ Software TUpdater ‘

Software Update
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B} NextGen Widget Encrypt - (NGWE) v4.3.0513.7

Kew ID (Hex)  User 1D Kev Size . Tupe Created On

NextGen Widget Software
Key Store file location

General Setting Location: C:\Users', ABDEWAppData‘\Roaming\NextGen Widget Software"\NGWE\ocal keystore

Move Location:

Main 8
m fomen e
Folder Task Version match confirmed: 4,3,0513.7, Your software is up
m -
Secure Wipe & Delete
Key Store

ecure Delete & Wipe

Walid Uil
5/17/2025 6:45:29 PM

If there is an update available you will have the option to go to the website to get it or do

nothing.

B} NextGen Widget Encrypt - (NGWE) v4.3.0513.6

Kev ID Kew ID (Hex)  User 1D Kev. Size . Tupe Created On

NextGen Widget Software
Key Store file location

General Setting Location: C\Users' ABDE \#AppDatatRoaming \MextGen Widget Software\NGWE\ocal keystore

Y
x

Move Location:

Version Check

m b Version mismatch!
‘ Old Version: 4.3.0513.6
Folder Task -
Found Updated Version: 4.3.0513.7
ual File Secure Delete & Wipe

B

Would you like to update the software?

‘Secure Wipe & Delete

QR Code

Valid Until
5/17/2025 6:45:29 PM

If there is no Internet access the software will take about 12 seconds to notify you. That's

because it tries to check a couple of times.
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Support

# Key ID

Key D (Hex)  User ID Key

Size  Type Created On

1| Settings

NextGen Widget Software

‘General Setting

Subscription

Key Store file location

Location: C:\Users' ABDE\AppData‘\RoamingNextGen Widget Software \NGWElocal keystore

Move Location:

© Save O Locate

x

Internet Check Result

Failed to connect to the Internet. Please check your
connection.

Secure Delete & Wipe

NEXTGEN WIDGET
SOETWARE

Renewing Subscription
Renewing your subscription.

Renewing Subscription

Softwaore that works

NEXTGEN WIDGET
SOETWARE

Software that works

Valid Until
5/17/2025 6:45:29 PM

Trust
Uttimate:

Subscriptions are for one year which include updates, both major, minor or bug fixes. First you will need to
check for a software update. Sign into NextGen Widget Encrypt, click on Options Settings, Software
Updater. Click on yes it will take you to the website to be able to download the updated version. Place the
installer and any directory you wish but remember the directory.
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B NextGen ‘Widget Encrypt - (NGWE) v4.3.0513.6

Mave Location:

Wersion Check
Version mismatch!
Folder Task Qld Version: 4.3.0513.6

Text Task

Secure Wipe & Delete
Yes

Key Store

Found Updated Version: 4.3.0513.7
‘Waould you like to update the software?

No

X

iual File Secure Delete & Wipe

Software Updater |

Next, close NextGen Widget Encrypt and double-click on the installer. In this example it's

"NGWEsetup_v4.3.0513.7.exe". Follow the directions of the installer and you're done

B NGWEsetup_v4.3.0513.7.exe

= 2
# Key 1D Key ID {Hex)  User ID. Key Size  Tvpe Created On Valid Until Trust
1| Settings 5/17/2025 6:45:23 FM Ulimate
NextGen Widget Software
Key Store file location
General Setting Location: C:\Users\James \AppData'Roaming \NextGen Widget Software \NGWEocal keystore

The installer will install NextGen Widget Encrypt in the program files directory unless you you choose a

different location.

It will create a desktop shortcut and in the program start up it creates a shortcut to the uninstall program.
Uninstalling the program is just as easy as installing it. However, the uninstaller will not remove your Key
Store file. This file is created by NextGen Widget Encrypt and as a result the installer is not aware of it.

You can choose to keep this file or delete it.

System requirements

NEXTGEN WIDGET
SOETWARE

Softwore that works

e Windows 10, 11
e _Net Framework 4.8
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® PC Administrative Privileges
® Do not use in software development environment or debugging environment.

Getting help

Software that works

Getting help is easy. Simply go to our support ticket system
(https://www.ngwidgetsoftware.com/helpdesk/), click "Sign In", Create an account. Enter
your eMail address, your name, phone number, time zone, create a secure password and
click Register.

You will receive an welcome email from us with a confirm your account link. Just click the
link and you'll automatically be logged in. Then click open a new ticket, your help topic,
enter the issue summary and your message. Click "Create Ticket.

Once you create your ticket you will see the ticket status and support ticket number. You will
also receive an email from us with the ticket number and a link to view the ticket progress.

Although we will acknowledge emails this is the best way to contact us so that we can
make sure that any questions or issues you may have are taking care of immediately.

DISCLAIMER OF WARRANTIES

Softwaore that works

DISCLAIMER OF WARRANTIES

YOU ACKNOWLEDGE AND AGREE THAT THE SOFTWARE NEXTGEN WIDGET ENCRYPT IS
PROVIDED TO YOU ON AN "AS I1S" BASIS. THE LICENSOR NEXTGEN WIDGET ENCRYPT DISCLAIMS
ANY AND ALL REPRESENTATIONS AND WARRANTIES, EXPRESS OR IMPLIED INCLUDING (WITHOUT
LIMITATION) ANY IMPLIED WARRANTIES OF MERCHANTABILITY, OR HARDWARE OR SOFTWARE
COMPATIBILITY, OR FITNESS FOR A PARTICULAR PURPOSE OR USE, INCLUDING YOUR
PARTICULAR BUSINESS OR INTENDED USE, OR OF THE SOFTWARE'S RELIABILITY,
PERFORMANCE OR CONTINUED AVAILABILITY. THE LICENSOR DOES NOT REPRESENT OR
WARRANT THAT THE SOFTWARE OR CALCULATIONS OR PRINTS OR EXPORT DATA MADE THEREOF
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WILL BE FREE FROM VIRUSES, MALWARE, TROJAN HORSES OR ANY OTHER DEFECTS OR
ERRORS AND THAT ANY SUCH EFFECTS OR ERRORS WILL BE CORRECTED, OR THAT IT WILL
OPERATE WITHOUT INTERRUPTION. HOWEVER, THE LICENSOR DOES NOT PUT VIRUSES,
MALWARE OR TROJANS IN THE SOFTWARE. YOU AGREE THAT YOU ARE SOLELY RESPONSIBLE
FOR ALL COSTS AND EXPENSES ASSOCIATED WITH RECTIFICATION, REPAIR OR DAMAGE CAUSED
BY SUCH DEFECTS, ERRORS OR INTERRUPTIONS. FURTHER, THE LICENSOR DOES NOT
REPRESENT AND WARRANT THAT THE SOFTWARE DOES NOT INFRINGE THE INTELLECTUAL
PROPERTY RIGHT OF ANY OTHER PERSON. YOU ACCEPT RESPONSIBILITY TO VERIFY THAT THE
SOFTWARE MEETS YOUR SPECIFIC REQUIREMENTS.

LIMITATION OF LIABILITY

IN NO EVENT SHALL THE LICENSOR BE LIABLE TO YOU OR ANY THIRD PARTY UNDER THIS
AGREEMENT OR OTHERWISE, WHETHER BY WAY OF INDEMNIFICATION OR OTHERWISE, UNDER
ANY THEORY OF LIABILITY WHATSOEVER (INCLUDING, BUT NOT LIMITED TO, NEGLIGENCE AND
STRICT LIABILITY) FOR ANY DIRECT OR INDIRECT, INCIDENTAL, CONSEQUENTIAL, SPECIAL,
PUNITIVE OR EXEMPLARY DAMAGES OR REVENUE, LOST PROFITS OR EXPECTED BENEFIT NOT
ACHIEVED, WHETHER FORESEEABLE OR NOT, WHETHER IN AN ACTION IN CONTRACT, TORT,
PRODUCT LIABILITY OR STATUTE OR OTHERWISE, EVEN IF THE LICENSOR HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE, RELATING TO THE SOFTWARE OR YOUR USE THEREOF, OR
INABILITY TO USE THE SOFTWARE WHETHER OR EVEN IF THE LICENSOR HAS BEEN ADVISED,
KNEW OR SHOULD HAVE KNOWN OF THE POSSIBILITY OF SUCH LOSS OR DAMAGES AND
WITHOUT REGARD AS TO WHETHER SUCH LOSS OR DAMAGE WAS FORESEEABLE OR NOT.
WITHOUT LIMITING THE GENERALITY OF THE FOREGOING, THE LICENSOR HAS NO OBLIGATION TO
PROVIDE AND YOU SHALL HAVE NO RIGHT TO SEEK ANY REMEDY FOR ANY DEFECT, ERROR OR
FAILURE OF THE SOFTWARE.

NOTHING IN THIS AGREEMENT SHALL EXCLUDE OR LIMIT EITHER PARTY'S LIABILITY FOR DEATH OR
PERSONAL INJURY CAUSED BY THEIR NEGLIGENCE OR FOR FRAUDULENT MISREPRESENTATION.

THE LICENSOR SHALL NOT HAVE ANY LIABILITY TO YOU OR THIRD PARTIES FOR THE LOSS OF
INFORMATION OR OTHER LOSS RELATING TO THE SOFTWARE OR THE USE THEREOF OR FOR THE
INTERPRETATION OF THE DESIGN NORMS OR DESIGN STANDARDS AND THEIR NATIONAL ANNEXES
OR NATIONAL NON-CONTRADICTORY COMPLEMENTARY INFORMATION (NCCIl) DOCUMENTS. THE
INTERPRETATION OF THE TYPE APPROVALS OR CERTIFICATES OF PRODUCTS INCLUDED IN THE
SOFTWARE, THE CALCULATIONS OR PRINTS OR DESIGNS OR EXPORT DATA OUTPUT FROM THE
SOFTWARE, OR OTHERWISE OF THE ACCURACY, RELIABILITY, CONTINUED AVAILABILITY OF THE
SOFTWARE. THE LICENSOR SHALL HAVE NO DUTY TO VERIFY, CORRECT, COMPLETE OR UPDATE
THE SOFTWARE.

THE LIMITATIONS OF LIABILITY UNDER THIS AGREEMENT ARE VALID TO THE EXTENT AS PERMITTED
BY THE APPLICABLE MANDATORY LAW. YOU ACKNOWLEDGE THAT YOU UNDERSTAND AND
AGREE TO THE DISCLAIMERS OF WARRANTIES AND THE LIMITATIONS ON LIABILITY AND REMEDIES
CONTAINED IN THIS AGREEMENT. YOU FURTHER ACKNOWLEDGE THAT THE SOFTWARE IS BEING
PROVIDED TO YOU WITHOUT A FEE OR WITH A REASONABLE FEE, THAT THE DISCLAIMERS AND
LIMITATIONS ARE MATERIAL PROVISIONS OF THIS AGREEMENT AND THAT THE LICENSOR WOULD
NOT MAKE THE SOFTWARE AVAILABLE TO YOU IF SUCH DISCLAIMERS AND LIMITATIONS WERE
DELETED OR MODIFIED TO BE MORE FAVORABLE TO YOU.

YOUR USE OF THE SOFTWARE

YOU AGREE THAT THE SOFTWARE IS PROVIDED TO YOU ENTIRELY FOR USE AT YOUR OWN RISK,
ALTHOUGH THE LICENSOR HAS USED COMMERCIALLY REASONABLE EFFORTS TO CONTROL AND
UPDATE THE SOFTWARE AND TO VERIFY THAT THE SOFTWARE CALCULATES ACCORDING TO THE
VALID TIMBER DESIGN STANDARDS, THEIR NATIONAL ANNEXES AND NATIONAL
NONCONTRADICTORY COMPLEMENTARY INFORMATION (NCCI) DOCUMENTS. AT ALL TIMES YOU
SHALL USE THE LATEST UPDATED VERSION OF THE SOFTWARE. YOU MAY NOT USE THE
SOFTWARE FOR ANY MISSION CRITICAL OR REAL TIME APPLICATIONS AND IT IS AN EXPRESS
REQUIREMENT OF THIS AGREEMENT THAT ANY OUTPUT FROM THE SOFTWARE IS THOROUGHLY
CHECKED PRIOR TO IMPLEMENTATION. YOU EXPRESSLY ACKNOWLEDGE AND AGREE THAT THE



USE OF THE SOFTWARE DOES NOT ELIMINATE THE NEED TO CARRY OUT AN EXPERT CONTROL
OF THE DESIGN.

REFUND POLICY

WE HAVE A "NO REFUND" POLICY ON TRY-BEFORE-YOU-BUY SO PLEASE EVALUATE THE
SOFTWARE BEFORE PURCHASE.

AFTER PAYMENT APPROVAL WE WILL SEND YOU AN ACTIVATION KEY TO UNLOCK OUR
SOFTWARE. THIS KEY CAN BE USED INDEFINITELY AND ONLY REQUIRES THE PURCHASE OF AN
ADDITIONAL LICENSE KEY IF YOU CHOOSE TO FOR MAINTENANCE (MAJOR, MINOR, BUG FIX AND
UPDATES) AFTER THE YEAR. ONCE THE KEY IS EMAILED THERE WILL BE NO REFUNDS. THIS
POLICY MUST BE STRICTLY ENFORCED TO ENSURE THE INTEGRITY OF OUR SOFTWARE. IT IS
IMPOSSIBLE FOR YOU TO RETURN YOUR REGISTERED VERSION OF OUR SOFTWARE.

THIS IS WHY WE STRONGLY RECOMMEND THAT ALL USERS DOWNLOAD, INSTALL AND TEST
THOROUGHLY THE TRIAL VERSION TO MAKE SURE IT IS SUITABLE FOR YOUR PURPOSES BEFORE
YOU PURCHASE.
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